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EXTENDED ABSTRACT 

The Internet of Things (IoT) is a network of connected physical devices. Devices exchange data 
between them using the Internet. IoT is the concept that connects different devices like home 
appliances, vehicles, sensors or smartphones to the internet network. IoT devices and 
connections exist in many areas (Szymoniak & Kesar, 2022). We utilize smart washing machines, 
TVs, and light bulbs. Thus, we can discover IoT gadgets in our daily lives. These gadgets use the 
proper sensors to regulate a building's lighting or water heating intelligently. With the aid of 
tracking gadgets, they can also safeguard our security (Khan et al., 2022; Alsaeed & Nadeem, 
2022). Devices used in medical IoT assist in managing the critical functions of patients with 
chronic illnesses, testing blood glucose levels in people with diabetes, alerting doctors when a 
patient needs medication, and promptly delivering it to the patient (Singh et al., 2022). One of 
the common uses for IoT in the sector is to warn people about the potential for an earthquake 
(Sivakumar et al., 2022). In order to avoid potentially fatal scenarios, athletes might use IoT to 
regulate vital processes and performance (Zhou et al., 2021). 

As mentioned, IoT devices use the Internet to communicate. Basically, they use wireless data 
transmission, for example, WiFi, and LTE / 5G, as secure channels supported by secure 
cryptographic protocols like SSL/TLS. However, IoT connections also implement and realize 
other security protocols specially designed for these solutions in the specific solutions. The 
security protocols define the order in which messages must be sent. We can indicate many 
security protocols dedicated to different solutions, for example, in medicine or healthcare 
(Rasslan et al., 2022), (Masud et al., 2022), in fog or edge processing (Pardeshi et al., 2022), for 
industry (Yi et al., 2022), for meetings (Szymoniak & Siedlecka-Lamch, 2022) or suitable for many 
domains (Yan et al., 2022). 

Depending on the protocol's application, we send many different data during communication 
between devices. Each security protocol should implement the so-called CIA triad, the basic IT 
security concept. CIA triad ensures the protection of information. Achieving a balance between 
its three goals is crucial to effectively securing systems and data. CIA triad goals are 
confidentiality, integrity and availability. Confidentiality ensures that information will be 
available only to authorized users and protects against unauthorized access. The integrity 
ensures that data will be accurate, unaltered and undamaged and prevent data modifications 
or deletions by unauthorized users. The availability ensures that information is available for 
users at the requested time when they want it. Using backup resources and appropriate 
hardware safeguards improves availability (Szymoniak & Kesar, 2022). 

Also, the security protocols should satisfy some security features. The first is mutual 
authentication, which refers to two users verifying their authority over each other. User 
anonymity provides that the user’s authority will be anonymous or hidden. Next, the perfect 
forward secrecy ensures that even if a private key is compromised in the future, previously 
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mentioned secret keys will not be exposed or compromised. The perfect backward secrecy 
ensures that even the private keys have been compromised in the past and does not allow 
previous sessions to be compromised. The last security feature is untraceability. This feature 
ensures that activities or transactions cannot be traced back to a specific user ((Szymoniak & 
Kesar, 2022), (Kubanek et al., 2022)).  

Unfortunately, the security protocols, even if they fulfil these features, can be vulnerable to 
many attacks by malicious users ((Szymoniak et al., 2017), (Szymoniak et al., 2018)). From many 
statistics, there are more than 2000 cyberattacks per day. The attackers search for 
vulnerabilities in such systems and try to break into them. The system hacking effects are 
hazardous for many reasons. First, the users can lose their devices because the attacker obtains 
control of them. Next, he can try to eavesdrop on whole communication in the network and 
steal private data, logins or passwords. Moreover, the attacker can take control of other devices 
in the network or the whole Smart Home. Figure 1 summarises IoT solutions and typical 
cyberattacks on IoT systems.  

The cyberattacks' influence on users and their data upon IoT systems entails the ethical 
consideration of communication on such systems. We must think about the ethics of data 
storage, which answers questions like what data can be stored, what data should not be stored, 
and what is the maximum time necessary for sensitive data storage. It is necessary because 
stored data can be stolen from devices or servers and used. Also, we must consider the risk of 
data leakage from IoT systems. Moreover, in the case of security protocols, we must investigate 
how they deal with mentioned security features, what communication elements make 
vulnerabilities, and how to protect IoT systems and their users against cyberattacks. This paper 
will consider the challenges and opportunities of ethics in the Internet of Things systems. 

 

Figure 1. IoT solutions and typical cyberattacks on IoT systems. 
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