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ABSTRACT

With the increase in the growth of computer networks throughout the past years,
network security has become an essential issue. Among the numerous network
security measures, intrusion detection systems play a dynamic function with integrity,
confidentiality, and accessibility of resources. An Intrusion Detection System (IDS) is a
software program or hardware device which monitors computer system and/or
network activities for malicious activities and produces alerts to security experts. In
IDS there are three major problems namely generating many alerts, a huge rate of
false positive alerts, and unknown attack types per generated alerts. Alert
management methods are used to manage these problems. One of the methods of
alert management is alert reduction and alert classification. The proposed approach
focuses on enhancing the efficiency of the adaptive neuro-fuzzy inference system
(ANFIS) using a modified salp swarm algorithm (SSA) and Golden Eagle optimizer
(GEOSSA). The present study uses the Golden Eagle optimization algorithm to
improve SSA behaviors. The proposed model (GEO-SSA-ANFIS) intends to
determine the appropriate parameters using the GEO-SSA algorithm because these
parameters are considered the main component affecting the ANFIS forecasting
process. The results of the intrusion detection based on the NSL-KDD dataset were
better and more efficient compared with those models because the detection rate was
96.68% and the FAR result was 0.438%.
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1. INTRODUCTION

With the recent interest and progress in the development of Internet and
communication technologies over the last decade, network security has emerged as a
vital research domain. It employs tools like firewalls, antivirus software, and intrusion
detection system (IDS) to ensure the security of the network and all its associated
assets within cyberspace. Among these, a network-based intrusion detection system
(NIDS) is the attack detection mechanism that provides the desired security by
constantly monitoring the network traffic for malicious and suspicious behavior [1].

IDS solutions are one of the key security components that in combination with
firewalls can effectively handle various types of security attacks. IDS schemes can be
mainly classified as misuse detection schemes and anomaly detection schemes,
which can be realized by using various machine learning techniques. Misuse
detection or signature-based systems heavily depend on the signature of the security
attacks and malicious behaviors and support multi-class classification. However, they
cannot detect new attacks in which their signature is not available for the IDS.
However, as an advantage, these schemes benefit from more accuracy in recognizing
known malicious behaviors and their variants [2].

A possible protection mechanism such as intrusion detection is indispensable as it
involves preventive action used to get rid of any malignant acts within the computer
network. one merit is that they can locate previously unknown attacks, however, they
retain to have a high false positive rate (FPR). Quite the contrary, the latter performs
attack detection based on some known attack signatures. Utilizing a pattern-matching
algorithm, an attack pattern candidate in the network is checked by comparing it with
those predetermined signatures. This results in a lower FPR, but fails to detect novel
attack patterns [3].

1.1. PROBLEM DEFINITION

Network security plays a vital role in avoiding financial loss, protecting customers
from monetary damages, avoiding disabling or crippling services, and limiting severe
information loss due to network intrusions. Attackers generally exploit the
configurations and vulnerabilities of popular software to mount attacks against
network computer systems. The damage caused by these attacks may vary from a
little disruption in services to high financial losses. Existing conventional security
techniques like firewalls are only used as the first line of defense [4].

Intrusion detection systems (IDS) perform the crucial task of detecting such attacks
on computers and networks and alerting the system operators. An IDS may be placed
in individual hosts in a network, in a dedicated central location, or distributed across a
network. IDS’s that are designed to detect attacks on a network of computers rather
than a single host are called network intrusion detection systems (NIDS). These
systems monitor network functionality in the form of network telemetry, which may
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include network traffic, metadata of network flows (eg: protocols such as NetFlow),
and activity logs from hosts, and attempt to detect attack occurrences [5].

Because of the large volume of data, the network gets expanded with a false alarm
rate of intrusion, and detection accuracy decreased. This is one of the significant
issues when the network experiences unknown attacks. The principle objective was to
expand the accuracy and reduce the false alarm rate (FAR) [6]. This study presents a
novel forecasting model for detecting the abnormalities which have the largest effect
on networks. The proposed method depends on improving the performance of the
adaptive neuro-fuzzy inference system (ANFIS) using a modified salp swarm
algorithm (SSA). The SSA simulates the behaviors of a salp swarm in nature during
searching for food, and it has been developed as a global optimization method.

1.2. EXISTING CHALLENGES

With the large volume of data, the network gets expanded with false alarm rate of
intrusion and detection accuracy decreased. This is one of the significant issues when
the network experiences unknown attacks.

1.3. RESEARCH OBIJECTIVES
* Improve the intrusion detection rate.

» Improve the security performance of the network.

1.4. THESIS STRUCTURE

The thesis organization is as follows: In the second chapter, we first explain the
basic concepts. In the third chapter, it provides an overview of previous works in the
field of intrusion detection in networks. In the fourth chapter, we describe the proposed
solution. In the fifth chapter, we target the results and evaluation of the proposed
algorithm, and at the end, conclusions and suggestions for future works are
presented.

2. INTRUSION DETECTION SYSTEMS

Intrusion Detection System was initiated by Anderson in 1980. Various IDS
products were created in 4 decades of IDS development. During its development,
various kinds of problems arose, for instance, the high rate of false alarms which is
sending alerts when there was no dangerous traffic. This will increase the network
security analyst workload. If the network security analyst keeps getting false alarm
alerts, then the actual attack may be infiltrated into one of these false alarms.
Therefore, many studies on IDS focus on reducing the number of false alarms and
increasing the ability to detect malicious traffic. On the other hand, traditional IDS is
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incapable of detecting unrecognized attacks. Changes in conditions and the network
environment are very fast and the emergence of various new technologies on the
network also raises various types of new attacks. Therefore, it is urgent to develop an
IDS that can detect attacks that are not even recognized (unknown attacks) [7].

The components of IDS are as follows [8]:

(i)

(ii)

(iif)

(iv)

.7

a

Monvoring Network

Monitoring Network: A network needs to be monitored to gather necessary
packets containing network-related information.

Data Collection: It refers to gathering the details about the target system on
which the attack is to be conducted. This can be achieved by performing
queries using network commands or tools. For instance, packet-level details
can be obtained by sniffing the packets flowing through the network using
“Wireshark” or obtaining server and host-related details such as domain name
using network commands like “nslookup”.

Analysis of Packet Details: This can be referred to as scanning the network
packet for stealing confidential information.

Identifying and Storing the Signature/Attack Patterns: The next step after the
analysis of packet details is to identify the attack patterns of already known
attacks and novel attacks or signatures of some known exploits which can be
used to launch insider attacks. These signatures and patterns are stored in the
database for future reference; hence, the security administrator can easily
report intrusive behavior, if found anomalous.

Generating Alert: After recognizing the attack pattern, an alert/alarm is
generated and reported to the security administrator. The alert is triggered
based on the matching of the signature/pattern.
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Figure 1. Components of IDS [8]
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2.1. NETWORK IDS (NIDS)

Technological development resulted from dependence on global networks when
using several businesses, educational and social activities. As a result of the
increasing use of computer networks, several issues occurred in Internet security.
Hence, keeping the security of devices connected to the Internet is important to
ensure system availability and integrity.

2.2. HOST IDS (HIDS)

The main aim of HIDS is to control the behavior and dynamic state of the computer
system. The flow of packets and all the activities on a network has been scrutinized by
HIDS. The system administrators receive some network alerts if any alternation or
adjustment happens in the network. HIDS is gradually becoming crucial in securing a
host computer framework and its network. HIDS is incorporated into the computer
system to identify the intruder’s abnormal behavior. It also protects the information
from intruders, and the incidents are reported to the system administrator. If an attack
happens on any other part of the network, then host-based IDS will not only detect an
attack but will also monitor incoming and outgoing traffic. The file system located on
the host performs audits of the users’ login, currently, active processes, resource
utilization, and much more can also be analyzed by a host-based IDS. Following are
some of the advantages of HIDS [10]:

« All users’ activities can be monitored in HIDS, whereas it is not conceivable in a
network-based system.

+ An attack that has originated from the host side can be identified by HIDS.

+ The decrypted traffic to find a host-based system can analyze an attack
signature. Thus, they also have the capability of monitoring encrypted traffic.

* No extra hardware is required as they can be easily installed on the existing
host devices.

* For a small-scale network, Host-based IDS is cost-effective.

2.3. INTRUSION DETECTION SYSTEM TAXONOMY

IDSs are categorized into three groups, i.e., anomaly-based detection, signature-
based detection, and specification-based detection [11]. To summarize the taxonomy,
we show a conceptual diagram in Figure 2.
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Figure 2. Taxonomy of intrusion detection system (IDS) systems [11].

2.3.1. ANOMALY-BASED TECHNIQUE

Anomaly detection refers to the deviation of network traffic from its normal profile.
The normal profile is captured in the network’s non-attack conditions and is
represented mostly by statistical data. An example of such deviation is when a
manager, who normally accesses the network in the daytime, uses his account to
access it at night, which is regarded as a deviation of activity. Such a deviation is
suspicious, and it can indicate an attack; however, such activity might not be
associated with an attack. Thus, it is possible to have a false alarm based on this.
Hence, continuous updates of the network’s user activity patterns to avoid false
alarms can be performed. In this study, we are interested in an anomaly-based IDS.
Therefore, we create the following sub-taxonomy of such systems:

Statistical-based anomaly IDS: The statistical-based anomaly IDS matches the
periodically captured statistical features from the traffic with a generated stochastic
model of the normal operation or traffic. The attack is reported as the deviation
between the two statistical patterns, i.e., the normal memorized one and the current
captured one.

Knowledge-based anomaly IDS: In knowledge-based anomaly detection,
numerous rules are provided by experts in the form of an expert system or fuzzy-
based system to define the behavior of normal connections and attacks. In fuzzy-
based anomaly detection, the rule-based is connected to inputs. A subset of the rules
is enabled based on the input values, sometimes heuristics or a UML-based
description of the attack’s behavior is provided.

Machine learning-based anomaly IDS: An explicit or implicit model of the
analyzed patterns is developed in a machine learning-based anomaly IDS. These
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models are revised regularly to boost intrusion detection efficiency based on past
results.

2.3.2. SIGNATURE-BASED TECHNIQUE

A signature-based technique is also referred to as knowledge-based or misuse
detection. It uses the signature of the attack and performs matching between the
current traffic and the signature, and then reports an attack on the existence of
matching, otherwise, it does not report an attack. Such an approach does not suffer
from a high rate of false alarms like other approaches. However, it requires a
continuous update of the signature [11].

2.3.3. SPECIFICATION-BASED TECHNIQUE

A specification-based technique uses the specification or constraints to describe a
certain program’s operation and reports any violation of such specification or
constraints based on matching with the prior determined and memorized specification
and constraints [11].

2.4. IDS DEPLOYMENT STRATEGIES

IDS can also be classified based on the deployment used to detect loT attacks. In
IDS Deployment strategies, IDS can be classified as distributed, centralized, or hybrid
[12].

2.4.1. DISTRIBUTED IDS

In distributed placement, the loT devices could be responsible for checking other
loT devices. Distributed IDS be made up of several IDS over a big loT ecosystem, all
of which communicate with each other, or with a central server that assists advanced
intrusion detection systems, packet analysis, and incident response. Several IDS
deploy distributed architectures. This includes a subset of the network checking the
other nodes. Distributed IDS offers the incident analyst many advantages over
centralized IDS. The main benefit is the capability to identify attack forms across a
whole loT ecosystem. This might increase prompt |oT attack prevention and detection.
The additional supported benefit is to allow early detection of an IoT Botnet creating
its way through corporate IoT devices. This data could then be used to detect and
clean systems that have been infected by the IoT Botnet and stop further spread of
the Botnet into the loT ecosystem consequently taking down any loT devices
damaged that would otherwise have occurred. Furthermore, the advantage of
distributed IDS rather than centralized IDS computing resources also implies reduced
control over those resources.
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2.4.2. CENTRALIZED IDS

In the centralized IDS location, the IDS is placed in central devices, for instance, in
the boundary switch or a nominated device. All the information that the loT devices
collect and then send to the network boundary switch passes through the boundary
switch. Consequently, the IDS positioned in a boundary switch can check the packets
switched between the loT devices and the network. Despite this, checking the network
packets that pass through the boundary switch is not adequate to identify anomalies
that affect the loT devices. The network traffic is monitored in centralized IDS. This
traffic is extracted from the network through different network data sources such as
packet capture, NetFlow, etc. The computers connected in a network can be
monitored by Network-based IDS. Moreover, NIDS is also capable of monitoring the
external malicious activities that could have been commenced from an external threat
at an earlier stage, before these threats expand to other computer systems. However,
NIDS comes with some limitations such as its restricted ability to inspect the whole
data in a high bandwidth network because of the volume of data passing through
modern high-speed communication networks. NIDS deployed at several positions
within a particular network topology, together with HIDS and firewalls, can provide
concrete, resilient, and multi-tier protection against both external and insider attacks.
Data source consists of system calls, application program interfaces, log files, and
data packets that are extracted from well-known attacks. These data sources can be
useful to classify intrusion behaviors from abnormal actions [12].

2.4.3. HIERARCHICAL IDS

In Hierarchical IDS, the network is separated into clusters. The sensor nodes that
are adjacent to each other typically belong to the same cluster. Each cluster is
assigned a leader, the so-called cluster head that screens the member nodes and
plays a part in network-wide analyses.

2.5. RECENT IMPROVED SOLUTIONS TO INTRUSION
DETECTION

With the advancement of recent technologies like Cloud services, and IOT
devices, the Intrusion Detection System (IDS) has become a prominent technology to
detect anomalies and attacks in the network. Many researchers have integrated IDS
with data mining, fuzzy logic, neural networks, machine learning, and optimization
techniques to improve the methods of detecting anomalies and attacks to improve the
accuracy of detections. Information security is the main concern with advanced
technologies like loT and Cloud computing. With the increased usage of IoT networks
and clouds in different domains, these have become more vulnerable targets for
intruders and attackers. Many researchers have proposed different methods and
approaches to detect malicious actions of intruders and found the need for security in
the cloud and IOT to be implemented on the layers as well as protocol levels in the
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service models. Many IDS based on statistical methods, knowledge-based methods,
and machine learning techniques have been studied and presented in Table 25.1
according to the algorithms used and the results produced with their detection
performance. The existing AIDS techniques can be categorized as the following [13]:

1. Based on Statistical methods

2. Based on machine learning methods and Data mining techniques
3. Knowledge-based

4. Evolutionary methods

5. Based on Statistical methods

IDS based on the statistical methods uses a distribution model for normal behavior
profiles to detect potential intrusions based on statistical metrics such as mean,
median, standard deviations, and mode of packets. Statistical IDS generally uses one
of the following models; Univariate, multivariate, and time series models. In univariate
technique-based IDS statistical normal profile is created based on only one measure
of behaviors in computer systems for identifying abnormalities in each metric. While
the Multivariate technique considers more than one measure to specify the
relationships between variables including multiple data variables which can be
correlated. The multivariate statistical IDs face challenges to estimate correlations and
distributions for high-dimensional data. Any time series data can be defined as a
series of observations made over a certain time interval. A new observation can be
considered abnormal if it is not occurring at that time interval. Researchers used any
occurred abrupt variation in time series data for detecting network abnormalities.

2.5.1. BASED ON DATA MINING AND MACHINE
LEARNING

Methods Machine learning process is used to infer knowledge from huge amounts
of data by applying a set of rules, methods, or complex “transfer functions” to find out
unusual data patterns and predict abnormal behavior of user profiles. Several
researchers have applied machine learning techniques in the area of AIDS such as
clustering, neural networks, association rules, decision trees, genetic algorithms, and
nearest neighbor methods to improve accuracy and reduce the requirement of human
interventions. Machine learning algorithms can be classified into supervised,
unsupervised, and semi-supervised techniques which are extensively being used in
building AIDS and finding patterns.

2.5.2. KNOWLEDGE-BASED
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An expert system-based approach requires creating a knowledge base consisting
of genuine traffic profiles with the help of human knowledge and detecting any action
different from this defined profile as an intrusion. This technique helps in reducing
false positive alarms but requires the regular update of the knowledge base regarding
the normal expected behavior of traffic profiles. This group of techniques includes a
Finite state machine, Description Language, Expert System, and Signature analysis-
based IDS.

2.5.3. EVOLUTIONARY METHODS AND OPTIMIZATION
TECHNIQUES

This group of techniques makes use of nature-inspired algorithms such as ACO,
PSO, Genetic Algorithms, Evolutionary computing, etc. to improve accuracy. These
evolutionary approaches based on the principle of evolution and the concept of fitness
methods are used for classification and feature selection in intrusion detection
systems.

3. THE REVIEW OF PREVIOUS WORKS

In this section, we study the works done in the field of intrusion detection

systems based on Evolutionary Methods and Optimization Techniques.

4. THE PROPOSED METHOD

In this work, we proposed a new model for detecting the abnormalities present in
the network or system using a modified salp swarm algorithm (SSA) to improve the
performance of the adaptive neuro-fuzzy inference system (ANFIS). However, SSA
still has some limitations such as it is easy to suck at a local point; therefore, we use
the Golden Eagle optimizer (GEO) algorithm to improve the behavior of SSA. In
addition, we argue that the proposed model can be successfully applied to detecting
the abnormalities present in the network or system. Also, we can confirm that it can be
used for future predictions. The description of the proposed method is presented in
this section (see Fig. 4).
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Figure 3. Proposed GEO-SSA-ANFIS.

4.1. ADAPTIVE NEURO-FUZZY INFERENCE SYSTEM-
ANFIS

ANFIS was a fusion of a fuzzy inference system (FIS) and ANN which has the
benefits of both ANN and FIS. In ANFIS architecture, ANN extricates fuzzy rules from
input information and the fuzzy membership function’s parameters were adaptably
utilized during the process of hybrid learning. ANFIS could create a relation between
input and output dependent on human knowledge by utilizing data pairs of input-
output and applying an algorithm based on hybrid learning. ANFIS was a sort of
multilayer feedforward network made from five layers. The layers in the ANFIS
architecture include many nodes defined by the function of the node.

The proposed method improves the ANFIS model using GEO and SSA algorithms
which are called GEO -SSA-ANFIS. It applies GEO and SSA to adjust the parameters
of the ANFIS by feeding the best weights between Layer 4 and Layer 5.

The rule basis of the ANFIS is:
Ifv(x;) is A;, v(x,) is B, hence C; is

S =apy (x1> + by (xz) +cv (xn) +g; (1)
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Where v(x;), v(x,)...v(x,) are the inputs, A B;, and C are the fuzzy sets, S is
the output inside the fuzzy zone defined by the fuzzy rule. a bj, i and g; are the
parameters that are specified by the training process.

Layer 1- In this lalyer, every j node was a square node with a function of the node.
Lyj=pay (01),Lij =gy (%), Ly = pev (%) (2)

Generally ,uAlv(xl), ﬂBlv(xz), ,uClv(xn)are selected to be bell-shaped with max=1
and min=0 and are specified as

1

)C—I/lj
1+( )
Vi

Where u;, v;, y; are the set of parameters. In this layer, those parameters were

described as basis parameters. Layer 2- In this layer, every node was a circle node
labeled that multiplies the product out and the input signals. Example,

HaV (xl) = HpV (xz) = UV (xn) =

Lyj=wp; = pay (1) X ppy () X ey (). j =12 @4)

Every output node demonstrates the rule’s firing strength. Layer 3- Each node was
a circle node called N. The jth node computes the proportion of the jth rule firing
strength to the addition of all rule’s firing strength as,

/ =12 (5)

L3 - 5]
(Wl?l + sz)

7‘]. -

Layer 4- In this layer each node j was a square node with a function of node.
Lyj=wp;S,j =12 (6)

Where wp; were the layer-3 output and g;, b » and g; are the parameters set?
These layer parameters were described as consequence parameters.

Layer 5- A single node was a circle node labeled in this layer which calculates the
total output as the sum of all input signals.

. ZJ. wp;s;
5’ = —

Hence the predefined threshold value ¢ and the output of the neural network Z are
compared which is expressed in the below equation,

(7)
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error, Z <@
output = (8)
noerror, Z >

To enhance the prescient accuracy of ANFIS and abstain from falling into the local
optimum, parameter learning is performed by the modified salp swarm algorithm
(SSA) and Golden Eagle optimizer (GEOSSA).

The GEO-SSA-ANFIS starts by preparing the inputs and dividing the problem into
training and testing sets. Then the fuzzy c-mean (FCM) algorithm is used to determine
a suitable number of the membership functions by clustering the dataset into different
groups. Thereafter, the ANFIS uses these results to start the rest of the steps. The
ANFISs parameters, namely the weights, are adapted using the GEO-SSA algorithm,
where the GEO-SSA searches for the solution in the problem space by exploring
various domains. In the first step in the proposed method, the GEO is used to
generate the initial population of the SSA. Then the SSA uses this population to start
searching for the best weights of the ANFIS. The fitness value of the population is
calculated by the following fitness function.

Objective function = ||lobs — pred||? (9)

Therefore, the selected weights are updated based on minimizing the error
between the output and the real values in the training phase. These weights are
passed to the ANFIS to prepare the output results of a given problem. The GEO-SSA
works till meeting the stop condition in this paper which is the max number of
iterations. After that, the test phase starts, and the best weights are passed to the
ANFIS to produce the output.

4.2. SALP SWARM ALGORITHM (SSA)

Salp swarm algorithm (SSA) [24] is one of the recent optimization methods
developed by Mirjalili et al. (2017). They tried to mathematically simulate the salp
chains' behavior of the real salps. Salps are considered a kind of the Salpidaes family.
They look like jellyfish in their moving behavior and their bodies contain a high water
percentage. Salps use their swarm behavior (i.e., salp chain) in foraging and moving
with fast harmonious changes. Food sources are the target of the swarm. The
mathematical model of SSA begins by generating a population and then dividing it into
leaders and followers based on their position. The leader is the front salp of the chain,
and the followers are the rest of the salps. This study applies GEO and SSA to adjust
the parameters of the ANFIS.

The position is formed in n-dimensions that denote the search space of a given
problem, whereas the problem variables are represented by n. The position is
frequently updated. The equation below is applied to update the position of the salp
leader:
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Fi+e <(ubj—1bj> ><c2+1bj> ¢, <0

o
I
A\

(10)

Fi—c <(ubj—lbj> ><c2+lbj> ¢;>0

where x! denotes the leader's position in jth dimension. Fj denotes the food

source. ubj and lbj are the upper and lower bounds, respectively. ¢, and c; are
random variables in [0,1] that help in maintaining the search space. ¢, is a coefficient
used to balance the exploitation and exploration phases. It is computed as follows:

4 2
¢, = 2e_<fl> (11)

where [ and L indicate the current loop and the max number of loops, respectively.
Subsequently, the position of the followers is updated using the following equation:

1 . .
i i i—1
=5 (4+a) 12
where x]? is the ith follower position, and i > 1. The entire sequence of the SSA is
listed in Algorithm 1.

Algorithm 1 Salp Swarm Algorithm (SSA)

1: Create a population X.

2: repeat

3 Calculate the objective function for solutions z;.
4:  Update the best solution (salp) (F = X?).

5 Update ¢; by Eq. ssa2.

6: for i = 1toN do

~ -

7: if :==1 then

8: Update the salps position of by Eq. (8)
9: else

10: Update the salps position of by Eq. (10)
L1: end if

12:  end for

13: until (I < L)
14: Return the best solution F.

Figure 4. Algorithm of Salp Swarm Algorithm (SSA)
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4.3. GOLDEN EAGLE OPTIMIZER (GEO)

Golden Eagle Optimizer [25] is a swarm-intelligence metaheuristic algorithm and its
multi-objective version is based on the golden eagles’ hunting process. The authors
are called Golden Eagle Optimizer (GEO) and Multi-Objective Golden Eagle Optimizer
(MOGEO). GEO is founded on the intelligent adjustments of attack propensity and
cruise propensity that golden eagles perform while searching for prey and hunting.
MOGEO uses the same principles and is equipped with special tools to handle multi-
objective problems. This study uses GEO as an optimization technique to improve the
behavior of SSA.

This algorithm simulates the spiral foraging behavior of golden eagles. GEO
completes the exploration and exploitation processes of the algorithm through attack
vectors and cruise vectors.

4.3.1. ATTACK (EXPLOITATION)

The attack process of the golden eagle is represented by an attack vector A, which
is shown in Eq. (13):

where A; is the attack vector of the /th golden eagle, X* is the best position that
golden eagle f has found so far, and X; is the current position of golden eagle i.

where ¢, is the yth element of G, bj and by are the jth and yth elements of A,
respectively. d corresponds to the value on the right side of Eq. (12). After determining
the fixed variables of the cruise hyperplane, the cruise vector can be expressed by
Eq. (4-17):

,...,C, = random (14)

C;=|c¢, = random,c, = random,...,c, = -\

d - zj,jaéy b
y by

5. DATASET

NSL-KDD (National security lab—knowledge discovery and data mining) is the
enhanced form of KDD99 to outperform its limitations. Initially, duplicated records in
the training and test sets are eliminated. Second, there are different records chosen
from the original KDD99 to accomplish dependable outcomes from classifier systems.
Third, the issue of the unbalanced probability distribution was removed. The NSL-
KDD data set has 125,973 training instances and 22,544 test instances, with 41
features, 38 consistent, and three categorical (discrete-valued) [26].

5.1. PARAMETERS’ INITIALIZATION
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To evaluate the quality of the proposed algorithm, we adjusted the parameters
according to the parameters of the base paper [14]. In this way, 80% of the data were
considered for training and 20% of the data were considered for testing. Table 1,
shows the settings for the parameters of the proposed method.

Table 1. Initial values for the parameters in the proposed method

Parameters Values

Train dataset 80 %

Test dataset 20 %

Maxlterations 20
nPop 30

5.2. EVALUATION CRITERIA

We will use more accurate measurement parameters to compare the proposed
solution with algorithms. One of the criteria used to display the accuracy of data
classification is the method of finding the accuracy.

The choice of a criterion for evaluating the effectiveness of the method depends on
the problem we are trying to solve. Suppose several data samples are available.
These data are given to the model individually and one class is received as output for
each. The model predicted by the model and the actual data class can be displayed in
a Table. Table 2 is called the confusion matrix.

Table 2. Confusion Table

The label of predicted class

prediCted mm

The actual class of m True negative (TN) False positive (FP)
label m False negative (FN) True positive (TP)

True positive: Samples that have been correctly detected as attacks by the test.

False positive: Samples that have been wrongly detected as attacks by the test.
True negative: Samples that have been correctly detected as Normal by the test.
False negative: Samples that have been wrongly detected as Normal by the test.

To evaluate the performance of the proposed method model, a comparative
analysis with the base paper has been performed using several performance criteria.
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MATLAB 2020b was used to implement the simulations. The used performance
metrics are accuracy, Kappa.

5.2.1. ACCURACY CRITERION

The ability of a test to correctly distinguish fluctuations and normal events from
others is called accuracy. To calculate the accuracy of a test, one must obtain the ratio
of the sum of true positive and true negative samples to the total number of tested
items. Mathematically, this ratio can be expressed as follows:

ITN+TP
ACC = (15)
FP+FN+TP+TN

Detection rate refers to the test's ability to correctly detect attacks on the network
(connections that are intrusion). The DR of the test method is the ratio of several
connections correctly predicted to the total number of connections that are an
intrusion. Mathematically, this can be expressed as follows:

R=—x100 (16)
TP + FN

False Positive Rate: This percentage falsely classifies normal cases as malware
attacks compared to the total number of normal cases. This is given by the following
formula.

FP
FPR = —— x 100 (17)
FP+ TN

Where FP and TN are true positive and negative numbers, respectively. A
complete intrusion detection method must be 100% accurate while having a 0% false
positive rate (F"PR), which indicates that it can detect all possible attacks without error
(incorrect classification), which is very difficult and probably impossible in real
environments.

5.3. THE RESULTS’ EVALUATION

In this thesis, the NSL-KDD dataset is reduced to a two-class problem, and the
dataset is divided into normal and abnormal data. i.e. one class is considered normal
and the rest of the classes are considered abnormal. Hence, the original NSL-KDD
dataset is processed before testing. First, the character features in the NSL-KDD
dataset are mapped to numeric features, three of which are as follows: "protocol
type", which consists of three-character types. "Service", which includes 70 types of
characters. The "flag" contains 11 characters. For these three parts, sorted
substitutions are made using the decimal number starting with "1". After placement,
the range is "Protocol Type" [1,3], the range is "Service" [1,70] and the range is
"Flag" [1,5]. Since the range of each feature in the NSL-KDD dataset is approximately
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different, it must be normalized before testing. The same as general datasets, each
NSL-KDD dataset is divided into a training set and a testing set, which consists of the
80% training set and the 20% test set, and the same training set and test set are used
for each algorithm. The number of populations and their repetition are 30 and 20,
respectively.

GEOSSA has been used to find proper parameters for participating in the
classification. The classification rate with ANFIS and the number of selected features
act as the utility value for each solution. Table 3 shows the results related to the
optimization of ANFIS parameters. By observing the results mentioned in this Table, it
is determined that the use of the proposed method leads to better results in terms of
accuracy, detection rate, and false positive rate. Using this mentioned method, the
number of features is significantly reduced, which means reducing complexity and
increased efficiency. Table 3. compares the proposed methods with other methods.
The results of experiments performed in this study show that performing optimizing
the ANFIS parameters leads to better results compared to other methods. In
parameter optimization, the program runs in a shorter period and leads to higher
accuracy, sensitivity, and specificity in implementation.

The results of the proposed method, and the base paper [14] in the NSL-KDD

dataset are shown in Table 3, where "accuracy", "precision", "false positive rate", and
"sensitivity" are provided for all two algorithms.

Table 3. Comparing the classification accuracy of the proposed method with the existing

methods
Evaluation criteria Proposed method Base article [14]
Accuracy 96.22 94.12
NSL-KDD False positive rate 438 3.45
Detection Rate 96.68 95.80
performance
97 96.68
96.5 96.22
96 95.8
95.5
95
94.5 94.12
94
93.5
93
92.5
Accuracy DR

m Proposed method m Base article [14]

Figure 5. Comparison of the proposed method with existing methods
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As shown in Figure 5, the proposed method is more efficient in the NSL-KDD
dataset. Compared to the accuracy classification of the base paper method [14] the
accuracy of the proposed method classification is higher, moreover, it has better
sensitivity, accuracy, and false positives as shown in Table 3. For NSL-KDD random
datasets, the classification accuracy of the proposed method can be more than
96.22%. The proposed method has a significant improvement in classification
accuracy and better stability in network intrusion detection in comparison with existing
methods.

The results of experiments performed in this study show that performing optimizing
the ANFIS parameters leads to better results compared to other methods. The method
of parameter optimization leads to a higher degree of accuracy, sensitivity, and
specificity in the implementation.

The efficiency of intrusion detection is measured with the performance of detection
rate and FAR. Because the detection rate and FAR are the essential parameters that
are considered for the IDS to detect attacks. From the performance of the proposed
model, the detection rate and false alarm rate are satisfactory compared with the
other techniques as shown in Table 3. The GEOSSA-ANFIS model achieved a
96.68% detection rate and 0.438% false alarm rate, which is 3.012% FAR less than
CSO-ANFIS [14] technique.

6. CONCLUSION

In this research, the intrusion detection system issues are presented and various
techniques for solving the issues were discussed. ANFIS-based intrusion detection
was a system proposed to detect attacks in networks. Because of the ANFIS, the
combination of the fuzzy interference model and ANN has more advantages over
other techniques. this thesis uses the Golden Eagle Optimizer (GEO) algorithm to
improve the behavior of SSA. The proposed model (GEO-SSA-ANFIS) aims to
determine the suitable parameters for the ANFIS by using the GEO-SSA algorithm
since these parameters are considered the main factor influencing the ANFIS
prediction process. Additionally, the GEO algorithm was used to optimize the ANFIS
model to enhance its performance over intrusion detection which is an advantage for
the IDS system. The proposed model has been used to solve the issues of intrusion
detection and the model is validated using the familiar NSL-KDD dataset. The
proposed model is compared with the other existing techniques like CSO-ANFIS. The
results of the intrusion detection based on the NSL-KDD dataset were better and
more efficient compared with those models because the detection rate was 96.68%
and the FAR result was 0.438%.

6.1. FUTURE WORKS
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The future work will be to enhance the detection and reduce the false alarm rate
with a new machine learning-based classifier with another optimization technique for
detecting attacks based on intrusion detection.
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