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Resumen: La infraestructura satelital juega un papel vital en el mundo moderno. Cada vez 
más sistemas dependen de esta tecnología, lo que ha generado que se convierta en un blan-
co de amenazas de seguridad. La existencia de estos riesgos potenciales ha sido reconocida 
en el ámbito internacional, por lo cual cada vez se destinan más recursos a estudiar y enten-
der dichas amenazas. Ante este escenario, el estudio de las tecnologías satelitales desde una 
perspectiva geoespacial provee un entendimiento del tipo conciencia situacional sobre el eco-
sistema tecnológico y sus fortalezas, limitaciones y vulnerabilidades. Nuevas tecnologías como 
la inteligencia artificial, el aprendizaje automático y el blockchain deben ser estudiadas a fin de 
generar contramedidas de seguridad para las tecnologías satelitales.

Palabras clave: satélites; ciberseguridad; tecnología geoespacial; aprendizaje automático; ob-
servación terrestre.

Abstract: Satellite infrastructure plays a vital role in today's world. As more systems rely on 
this technology it increasingly becomes a target for security threats. The existence of such 
risks has been acknowledged internationally as more resources are allocated to their study 
and understanding. In this context, studying satellite technologies from a geospatial perspec-
tive has provided a situational awareness understanding of the technology ecosystem and its 
strengths, limitations, and vulnerabilities. New technologies such as artificial intelligence, ma-
chine learning, and blockchain must be studied to generate security countermeasures for sat-
ellite technologies.

Keywords: satellites; cybersecurity; geospatial technology; machine learning; earth observation.

Resumo: A infraestrutura de satélite desempenha um papel vital no mundo moderno. Cada 
vez mais sistemas dependem dessa tecnologia, o que a tornou um alvo para ameaças à segu-
rança. A existência desses riscos potenciais é reconhecida internacionalmente, por isso cada 
vez mais recursos estão sendo alocados para estudar e compreender essas ameaças. Diante 
desse cenário, o estudo das tecnologias de satélites de uma perspectiva geoespacial permi-
te compreender a consciência situacional do ecossistema tecnológico e suas potencialidades, 
limitações e vulnerabilidades. Novas tecnologias como inteligência artificial, aprendizado de 
máquina e blockchain devem ser estudadas para gerar contramedidas de segurança para tec-
nologias de satélites.

Palavras-chave: satélites; cibersegurança; tecnologia geoespacial; aprendizagem automática; 
observação terrestre.
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Media Communications, 2017) (figure 1). By using this 
classification as a basis for security analysis, a more 
comprehensive understanding of the threats and vul-
nerabilities can be achieved. 

Figure 1. Geospatial technology classification of satellite platforms.
Source: author.

In the following chapters we conducted a lit-
erature review for the different satellite technolo-
gies grouped within this category. The analysis of 
the threats should illustrate the relevance of this 
perspective.

Global Navigation  
and Positioning Systems 

Global navigation and positioning systems can be di-
vided into three main levels. The most known tech-
nology is GNSS, in which satellites from known orbital 
positions transmit time signature signals while receiv-
ers on the ground estimate a position by triangulating 
the distance from at least four satellites and comparing 
the arrival time of each signal. Due to the use of high 
precision atomic clocks onboard global positioning 
satellites, many technologies rely on their signals for 
timekeeping in digital communications protocols such 
as day-to-day transactions. This technology is suscep-
tible to spoofing, that is, and interference maliciously 
generated in its operational wavelength. Documented 
cases of spoofing interfering with commercial aircraft 
navigation have been reported (Tullis, 2019). 

The other two technologies are Automatic Iden-
tification System (AIS) and radio frequency (RF) sat-
ellites. In the first case, a satellite picks up the AIS, 

A New Paradigm 

Nowadays, satellite infrastructure is vital for sustain-
ing the global economy and society (Fritz, 2013). From 
telecommunications to global navigation, data col-
lecting through earth observation, and even time sig-
nals needed for banking transactions, countries are 
now more dependent than ever on space-based tech-
nology. This dependence is set to be reinforced in the 
coming years as satellite platforms become integrat-
ed into technological ecosystems such as 5G networks 
or Industrial IoT (Internet of Things) (Malik, 2019).

As stated in a 2019 study by the United Na-
tions Institute for Disarming Research, denominat-
ed “Electronic and Cyber Warfare in Outer Space,” the 
emergence of electronic and cyber counter-space ca-
pabilities is enabling a variety of state and non-state 
actors to target and disrupt space platforms from both 
civilian and military owners, using technology that is 
increasingly available. 

Methodology: A Situational 
Awareness-like Perspective 

An ecosystem of privately owned and operated space 
assets already exists and is actively used for securi-
ty and defense purposes all around the globe. Like 
the situational awareness approach used in aviation 
sciences, understanding the space “landscape” with 
its different technologies, limitations, and how they 
complement each other is vital to navigate this new 
technological ecosystem and understand its poten-
tial vulnerabilities. The proposed analysis method-
ology uses the classification of the different satellite 
platforms based on their application from the point of 
view of geospatial technologies (figure 1).

According to the Global Geospatial Industry Re-
port, satellite technologies can be classified in glob-
al navigation satellite  positioning system (GNSS), 
Earth observation, and Earth scanning (Geospatial 
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a TDMA-like signal emitted by ships in high seas in 
which they transmit their GPS coordinates, speed, 
and heading to other ships in a few kilometers radius 
in order to avoid collisions. Since ships undergoing il-
legal activities can intentionally turn off their AIS, this 
technology can be limited for security application, 
thus explaining the development of RF satellites, 
which detect radio frequency signals emitted by ships 
at the sea and triangulate their position through sev-
eral receiving satellites. This technology is promising 
for security applications with constellations deliv-
ering commercial data as service products, such as 
Kleos Space (2021).

The literature review shows that the main threat 
to global navigation and positioning systems —even at 
a civilian level— is spoofing or radio frequency interfer-
ing, which can be achieved from the ground with rela-
tively accessible technology (Humphreys et al., 2008). 
The capacity of emitting carrier signals in frequencies 
that directly interfere with the operation of the satel-
lite platforms is common to both technologies in the 
GNSS group that encompass two different technolo-
gies, such as GPS and AIS.

Earth Observation 

Earth observation technologies have been available 
for several decades. As the name implies, camera sen-
sors located onboard space platforms provide image 
data of different parts of the world. Currently, constel-
lations as Copernicus, from the European Space Agen-
cy, provide free access to optical data from space for 
all kind of geospatial analysis and applications (Coper-
nicus, 2021). Commercial earth observation satellites 
provide improved spatial and temporary resolution, 
which refers to the amount of terrain covered by a pix-
el in a satellite image. Currently, submetric resolutions 
are commercially available with constellations such as 
Korean Kompsat, offering resolutions in the 70 cm per 
pixel range (KARI, 2021). On the other hand, constella-
tions with multiple small satellites provide high revis-
it times improving the temporal resolution. The dove 

constellation from Planet offers data as service prod-
ucts through hundreds of small-satellites, which sac-
rifices some of the spatial resolutions but allows daily 
revisits of the same spot to monitor near to real-time 
changes in the landscape (Planet, 2021). 

Earth observation data is a valuable tool for the 
assessment of unlawful activities such as illegal forest 
clearance, and is already used by international certifi-
cation organizations (RSPO, 2021). Therefore, the gen-
eration of counterfeit earth observation information is 
an issue that must be properly addressed as part of the 
maturity of the technology (Iacobellis et al., 2020).

Spoofing or interference of earth observation can 
be almost impossible due to the large number of satel-
lites in each constellation and the large size of the files 
downloaded at ground stations. In the case of Earth 
observation, malicious corruption of data between 
acquisition and end-users is the main cyber threat  
(Iacobellis et al., 2020). 

Earth Scanning 

Earth scanning refers to the use of active sensors. 
Passive sensors as those used in earth observation de-
tect sunlight reflected from the surface of the Earth 
and allow modeling the surface through the charac-
terization of the different features of the wavelengths  
(Chuvieco, 1990). Passive sensors, therefore, are limit-
ed by atmospheric conditions. On the other hand, ac-
tive sensors emit their own radiation, usually in the 
radio portion of the electromagnetic spectrum, and 
detect the reflected signals after the radiation has in-
teracted with Earth’s surface (Richards, 2009). When a 
signal interacts with the surface, characteristics such 
as geometry and moisture content affect the polariza-
tion and amplitude of the backscattered signal, this is 
the principle behind earth observation through radar 
radio signals and technology such as synthetic aper-
ture radar (SAR) (Chen, 2016). Due to its characteristics, 
Earth scanning technologies are susceptible to attacks 
both from RF interference and cyber-attacks down the 
distribution chain (figure 2).
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unexpected— communications delay between the op-
erator and the spacecraft (Manning et al., 2018). This 
setting poses an opportunity for AI and machine learn-
ing technologies to give a head start in the race for space 
cybersecurity by allowing satellites to autonomously 
identify malicious signals or commands through the 
use of embedded software, which enable them to take 
actions to protect themselves (Kothari et al., 2020).

In the case of cyberattacks directed to corrupt 
data of both earth observation or earth scanning satel-
lites, blockchain technologies such as non-fungible-to-
ken (NFT) can be used to generate certificates onboard 
the satellite that allow traceability of Earth observa-
tion data throughout the processing of the data and fi-
nal use and presentation of the information (Iacobellis 
et al., 2020). 

Next Steps

Two main directions can be explored for further re-
search, and they can even complement each other. 
The first relates to taking advantage of how easily a 
bench or laboratory model of a small satellite can be 
obtained. The CubeSat is a standard for satellite con-
struction developed by California Polytechnic State 
University to facilitate access to space by universi-
ty students (CubeSat, 2018). Due to this trend, mod-
els for laboratory testing purposes can be currently 
obtained from either renowned manufacturers (ISIS 
Space, 2020) or built in-house using readily available 
electronic components (The CubeSat Simulator Proj-
ect Page, 2020).

Such a system (figure 3) can be implemented with 
a computer paired to a radio emitter, while different al-
gorithms could be trained on the computer to try to 
hack or interfere with satellite-specific functions. Simi-
lar to the US Air Force approach, in which hackers were 
invited to try to hack a satellite to detect previously un-
identified vulnerabilities (Hackasat, 2020), a computer 
could do the same in a university environment while it-
erating through thousands of possibilities through al-
gorithm training. 

Figure 2. Security threats by geospatial technology classification platforms.
Source: author.

Discussion

The classification of a broad range of satellite technol-
ogies based on a geospatial application criterion yield-
ed three main groups: GNSS, earth observation, and 
earth scanning. Each group encompasses dissimilar 
technologies such as GPS and AIS at the GNSS group; 
or small and high resolution satellites at the earth ob-
servation group. 

The literature in security threats has report-
ed commonalities among the different technologies 
within the same group, with GNSS’s main vulnerabil-
ity being spoofing, earth observation prone to man-
in-the-middle data corruption, and earth scanning 
technologies being susceptible to combinations of RF 
and cyber-interference.

Conclusion: A Case for the Use 
of Emerging Technologies as a 
Countermeasure 

For the threat of RF attacks and interference with space 
platforms, which are common to GNSS and earth scan-
ning technologies, the use of artificial intelligence (AI) 
techniques has been proposed over decades by in-
fluential actors such as the European Space Agency 
(ESA). This organization states the advantages of space-
craft autonomy for space operations, as it is an envi-
ronment where there is significant —and sometimes 
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The second approach seeks to take advantage of 
amateur-operated ground station data. These stations 
monitor satellite data and activity and are own and op-
erated by amateur radio enthusiasts and makers from 
around the world (AMSAT, 2020). The project SatNOGS, 
by Libre Space Foundation, provides a platform in 
which hundreds of these stations are crowdsourced for 
both operation and data access (SatNOGS, 2020). As 
presented in figure 4, by taking advantage of these un-
precedented opportunities, a large data set of telem-
etry information from different satellites and ground 
stations can be gathered. Such data sets could be pro-
cessed using machine learning algorithms to identi-
fy parameters previously overlooked and that might 
play a key role in identifying potential vulnerabilities in 
space platforms.

Figure 4. Creating a dataset from amateur satellite ground stations located 
all over the world.
Source: author.
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