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Abstract

The article aims to characterize the forensic
features of the initial stage of investigating fraud
with financial resources in cyberspace, its
significance, analysis, and justification as a type
of cybercrime that is dangerous for everyone, and
prove the need for urgent measures to prevent
and combat such criminal offenses. The authors

AHoTaNiA

Mertoro CTaTTi € XapakTepUCTHKa
KPUMIHATICTHIHAX OCOOIMBOCTEH MOYaTKOBOTO
eTary po3ciigyBaHHs [axpaiicTa 3 GiHAHCOBUMHU
pecypcamu y KiGeprocTopi, WOTO 3Ha4YEHHS,
aHaJi3 Ta OOIPYHTYBaHHS SK OJHOTO 3 BHIIB
KiOCp3IOYMHHOCT], 10 € HEOE3MECYHUM ISt
KOKHOIO, 1 JOBEJACHHS HEOOXIIHICTI 3MIMCHEHHS

used several methods of scientific cognition:
logical-semantic, system-structural, analytical,
formal-legal, forecasting, dialectical,
interpretation, and hermeneutics. The article
focuses on the general provisions of the forensic
characteristics of Internet fraud with financial
resources; analysis of the information model of
the mechanism of committing fraud with
financial resources in the field of computer

HEBIAKIAAHAX 3aXOJIB L[OI0 IOMCPEIKEHHS Ta
TIPOTHIIT TakoOMy KpUMIHATBHOMY
npaBomnopymenHio. O0'eKTOM HayKOBOI CTarTi €
3J0YMHHA JUUIBHICTH 0CIO, SAKI BYHHSIOTH
maxpaiictBo 3  (IHAHCOBUMH pecypcamMu Yy
kibepmpocTopi Ta MOIIYKOBO-TII3HABAIbHA
IIUTBHICTh  0Ci0, SIKi BEAYTH PO3CIiTYyBaHHS
JAHOTO BHIY KPUMIHAJIBHOIO MPABOMOPYIICHHS.
ABTopamu Oyll0 BHKOPHUCTaHO PSS METOIIB

information; coverage of the tactical features of HAYKOBOTO  MI3HAHHS:  JIOTIKO-CEMaHTYHUH,
individual investigative actions at the initial stage CHCTEMHO-CTPYKTYPHHI, AHATITHYHWH,
of the investigation of fraud with financial (opManbHO-IOPUINYHHH, MIPOTHO3YBaHHS,

resources in cyberspace. It was concluded that JUaJeKTUYHUM, TIIyMAuyeHHsI Ta TEPMEHEBTUKU. Y
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the effectiveness of combating Internet fraud and
the level of cybersecurity in Ukraine is very low.
Therefore, the investigation of fraud with
financial resources in cyberspace requires in-
depth specific knowledge from the subjects of the
investigation.

Keywords: criminal offenses, cyberspace, fraud,
financial resources, investigation.

Introduction

At the present stage of the formation and
development of the information society, the
process of  digitalization is  global,
comprehensive, penetrating all spheres of public
life. It is becoming one of the main factors of
social development and largely characterizes
modern social dynamics. Due to the process of
society informatization, there are systemic
changes, according to which all segments of
society and each person are included in the global
information space, becoming elements of the
global information system and, accordingly, to
some extent depend on it (Babanina, Tkachenko,
Matiushenko, & Krutevych, 2021). The constant
development of the market leads to the
emergence of new financial instruments,
goods, products and monetary surrogates
(Dumchikov, Kononenko, Batsenko, Halenin &
Hlushchenko, 2020).At the same time,
accelerated scientific and technological progress,
the global society computerization has led to
significant changes, which are manifested in both
positive and negative consequences for any
sphere of public life. The positive consequences
include the automation of most actions, which
greatly facilitates the existence of each. The
negative effects of computerization are expressed
in the emergence of new types of cybercrime,
characterized by high social danger. This means
cases of violation of national and international
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CTaTi aKIEHTOBAaHO yBary Ha  3arajbHUX
TIOJIOKEHHAX KPUMIHATICTHYHOT XapaKTePHCTHKH
IHTEpPHET IIaxpaicTsa 3 piHAHCOBUMHU PECYpCaMH;
aHanmizi  iHGopMaIiifHOT MoJeNmi  MeXaHi3MY
CKOEHHS IIaXpaicTBa 3 (IHAHCOBHMH pecypcamu
B cepi KoM 10TepHOI iH(OpMaIlii; BUCBITICHHIO
TaKTUYHUX OCOOJUBOCTEH OKpPEMHUX CIIIUUX i
Ha MOYaTKOBOMY erarni PO3CiyBaHHs
maxpaiicTea 3 (IiHAHCOBMMH pecypcamMH B
kibeprpocTopi. PoOuThCS BHCHOBOK PO Te, LIO
e(eKTUBHICTh MPOTHIIi IHTEPHET IMIAXPaCTBY Ta
piBeHb KibepOe3mekn B YKpaiHi Ha Jyxe
HU3BKOMY piBHL. A BigTak pO3CIiITyBaHHS
maxpaiictBa 3 (iHAHCOBUMH  PECypcMH B
kibeprpocTopi BUMarae TIaHOMHUX CIEIUPITHIX
3HaHB BiJI Cy0’€KTiB PO3CIiTyBaHH, SIKi, HA JKaJb,
HE MOXYTh OyTH HUMH 37I00yTTi 3 PI3HUX IPUYHH.
Hanpukian, 3actapimicTiO HayKOBO-TIPaKTHYHOI
MIATOTOBKK Ta TEXHIKH. YCe BUKIAICHE, Y CBOIO
4epry, yCKIIHIOE TOMNEPENKEHHS Ta MPOTHIIIO
HE3aKOHHHMM JIisiM, a [Ie J03BOJIIE IM ICHYBaTH
MIPOTATOM TaKOTO TPUBAJIOTO MEPIOLy Yacy.

KarouoBi cioBa: posciigyBHHS, LIaxpiicTBO,
(iHaHCOBI pecypcH, KibeprpocTip, KpUMiHATBHI
MIPaBOIIOPYILEHHSI.

law in cyberspace and/or with the use of
information technology (Kurmaiev,
Seliverstova, Bondarenko, & Husarevych, 2020).
Today, this issue is very important to address and
very relevant for discussion. Applying deterrent
measures against cybercrime is important for
domestic cybersecurity to protect the nation’s
critical infrastructure, as well as for individuals.
In this regard, the main goal of the authorities is
to prevent cyberattacks and protect the country’s
critical infrastructure. In addition, reducing
vulnerability to cyberattacks is important to
reduce and minimize damage and recovery time.
To prevent criminal offenses in cyberspace, it is
necessary to clearly understand the patterns of
these criminally illegal acts in cyberspace and the
online behavior of these criminals (Bhavna,
2016). In this regard, the peculiarities of the
criminal offenses in cyberspace investigation are
undoubted of particular scientific interest. This is
due to the value of the subject of this criminal
offense and, of course, the wvulnerability of
computer information. It is important to note that
due to the large scale of non-cash payment, there
are new types of criminally illegal acts,
especially Internet fraud, which threatens the
economic life of the country and its population.
One of the main measures to combat this
destructive phenomenon is to develop effective
measures, methods, tactics, and techniques of its
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investigation, which, of course, will ensure its
prevention and active struggle.

The article aims to characterize the forensic
features of the initial stage of investigating fraud
with financial resources in cyberspace, its
significance, analysis, and justification as a type
of cybercrime that is dangerous for everyone, and
prove the need for urgent measures to prevent
and combat such criminal offenses. The object of
the scientific article is the criminal activity of
persons who commit fraud with financial
resources in cyberspace and the search and
cognitive activity of persons who investigate this
type of criminal offense.

Theoretical firework
Cybercrime

With  the development of information
technology, the concept of “computer” is
becoming commonplace. Currently, almost all
gadgets have access to the Internet. With the
growing statistics of computer users, the number
of trusting consumers who are unable to refuse
attractive offers, as well as those who use the
Internet to commit illegal acts, is increasing.
Computer and telecommunication systems not
only open unique opportunities to meet the
broadest demands of man in all spheres of his life
and the functioning of the state but also create
favorable conditions for all kinds of malicious
actions.

The scale and structure of cybercrime in different
countries vary considerably and depend
primarily on the nature and level of information
technology development, the extent of the
Internet, the use of electronic services, and e-
commerce. The authors also emphasize that so
far the world community has not developed a
single terminology and a single approach to the
phenomenon and concept of cybercrime, which
is used along with the concept of cybercrime.

To control and prevent cybercrimes, researchers
have attempt to understand the causion of
ybercrime(Nguyen, 2020).

The term “cybercrime” is not defined in legally
enforceable enactments. At the same time, the
concept was formed due to the activities of law
enforcement agencies of developed countries in
Europe and the world and concerns criminal
offenses in the field of computer information and
telecommunications, illicit  trafficking in
electronic and special hardware, distribution of
unlicensed computer software, and some other
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types of criminal offenses (Bondarenko & Repin,
2018).

In domestic and foreign scientific circles,
criminal offenses committed in computer and
telecommunications systems are nominated
differently: computer crimes, crimes in the field
of high technology, information crimes,
cybercrimes, crimes in the field of computer
information security, crimes in the field of
computer information, criminal offenses in
cyberspace, etc. (Vorobiev, 2014).

Crime on the Internet is often referred to as
cybercrime and occurs because “the perpetrator

uses expert knowledge of cyberspace” (Furnell,
2002).

However, the concept of “cybercrime” is
semantically broader than “computer crime” and
more accurately reflects the essence of such a
global phenomenon as a crime in the information
space. If the term “cybercrime” refers to both the
use of computers and the use of information
technology and global networks, the concept of
“computer crime” mainly refers to crimes
committed against electronic devices and stored
data in them (Nomokonov & Tropina, 2013).

The existing variety of approaches to
understanding this phenomenon was analyzed by
V. Dulenko, R. Mamleev, and V. Pestrikov, in
particular, they believe that cybercrime in the
broadest sense - is any illegal act committed with
or in connection with computer devices,
including crimes such as illegal storage, supply
or dissemination of information through the use
of computer technology (Dulenko, Mamleev &
Pestrikov, 2007).

According to I. Chekunov, cybercrimes are
socially dangerous acts committed with the use
of means and methods of computer and mobile
(cellular) equipment, their software components
for the information posted, used, processed,
variable in the virtual space of the Internet
(Chekunov, 2012).

According to M. McGuire and S. Dowling,
cybercrime can be seen as a broad general term
that encompasses cybercrime when computers
and technology are used as an ancillary role, such
as using a computer to send harassment
messages. At the same time, the term
“cybercrime” also includes computer-based
crimes that are a direct result of computer
technology and would not exist without them,
such as the unauthorized intrusion of a computer
system (McGuire and Dowling, 2013).
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Cybercrime is criminal activity that either targets
or uses a computer, a computer network or a
networked device. Most, but not all, cybercrime
is committed by cybercriminals or hackers who
want to make money. Cybercrime is carried out
by individuals or organizations. Some
cybercriminals are organized, use advanced
techniques and are highly technically skilled.
Others are novice hackers.

Plumbing the depths of cyberspace from the
standpoint of criminology, we note the most
important methodological specifics of this
science: it explores any objects of material and
ideal macro and microworld. In other words, the
composition of the tasks in the study of
cyberspace and cybercrime is due to the infinite
variety of investigative, forensic, and expert
situations, due to which the methodological
potential of studying virtual crime must
necessarily embody the richness of general and
special forensic knowledge.

The generalization of various aspects of the
investigation of virtual crime, studied by many
authors, suggests that cyberspace must be known
through the field of interpenetration and
interaction in the perspective of a systems
approach as an object as a complex phenomenon
formed from the elements between which it
forms the relatively unchanged structure and
ensure its integrity.

Methodology

To achieve this goal, a set of methods of
scientific cognition was used in the article. With
the help of the logical-semantic method, the
conceptual apparatus of our research is
generalized and improved. At the same time, the
system-structural method helped to single out
elements of the model of the mechanism of fraud
with financial resources in the field of computer
information. The analytical method allowed us to
analyze statistical data and make reasoned
conclusions based on them. The formal-legal
method and the method of forecasting made it
possible to clarify and single out the elements of
the mechanism of the criminal offense of fraud
with financial resources in cyberspace. It is
necessary to dwell on the dialectical method,
which was used to try to form some theoretical
generalizations, in particular on the model of the
mechanism of committing fraud with financial
resources in the field of computer information.
Also, the method of interpretation and
hermeneutics was used in our study to ensure the
definition of the conceptual and categorical
apparatus of criminal offenses in cyberspace.

www.amazoniainvestiga.info

Results and discussion

General  provisions of the  forensic
characteristics of fraud with financial resources
in cyberspace

Given the complex nature of the criminal activity
considered by us, it should be noted that the
method of committing fraud with financial
resources has a certain structure. It consists of
preparation for commission, implementation of
the method of commission, as well as activities
aimed at concealing the traces of this criminal
offense. Consider them in more detail.

It should be noted that the specifics of fraud with
financial resources in the field of computer
information is that already at the stage of
preparation, criminals carry out activities aimed
at concealing the traces of a criminal offense.
This is expressed, for example, in the creation of
malicious programs that allow you to enter the
victim's computer without informing him about
it, remote access to the victim's computer, or
communicate with him at a considerable distance
using various programs.

In addition, depending on the chosen method,
criminals develop appropriate sites where the
victim receives information or sends malware or
information that is used to involve the victim in
fraudulent schemes. Similarly, depending on the
method of committing fraud with financial
resources, tools and means are selected
(computer  hardware, provider, computer
network, etc.), as well as persons who, depending
on the distribution of roles, perform the assigned
duties on commission of fraud with financial
resources. The peculiarity of the selection of
these persons is that in certain cases they may not
know the true purpose of their activities
(development of a program that can then be used
as malicious, courier services) (Rozsoliv, 2009).
An analysis of investigative and forensic science,
as well as scientific and legal literature, states
that there is no single approach to the
classification of methods of committing fraud
with financial resources in the field of computer
information.

It should be noted that in the authors’ opinion,
there is no numerus clausus of ways to commit
this act. This approach, of course, can negatively
affect the ability to qualify, in the event of new
ways of committing fraud in the field of
computer information. However, this is an
inevitable situation to be prepared for.
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This approach is the basis for the classification of
the main ways of committing computer fraud in
the Convention on Cybercrime, in Art. 8 which
stipulates that to qualify in its national criminal
law, following its domestic law, in the case of
intentional and without the right to deprive
another person of his property by a) any
introduction, modification, removal or blocking
of computer data; b) any interference with the
operation of a computer system, fraudulent or
dishonest intent to misappropriate economic
benefits for oneself or another person (Council of
Europe, 2001).

To date, a large number of different computer
programs have been developed for the
functioning of the computer network and its
facilities and, accordingly, for the commission of
corrupt criminal offenses in the field of computer
information. According to O. Zuban, only
according to the most modest estimates, Trojans
are installed on several million machines around
the world and can update their versions, receive
instructions from pre-prepared (Zuban, 2003).

Thus, fully agreeing that without correlations
between the elements there is no forensic
characterization of any type of criminal offense,
the above allows us to state with confidence that
the interdependent (correlation) relationships
between the elements of the forensic
characterization of fraud with financial resources
in the field of computer information are quite
clearly visible in their detailed analysis, during
the study of forensic practice and the provisions
of science, which significantly has a positive
effect on the possibility of preparing scientific
provisions and developed on their basis practical
recommendations for investigating this type of
criminal activity.

The information model of the mechanism of
committing fraud with financial resources in the
field of computer information

Along with the forensic characteristics, in
science, such a category as the mechanism of a
criminal offense is quite actively developed. This
is because the mechanism of a criminal offense
characterizes the functional side of the act. The
mechanism of a criminal offense is a system of
elements of forensic characterization of criminal
offenses, which reflects the process of
preparation, commission, and concealment of a
criminal offense, which leads to the formation of
traces that are important for solving criminal
proceedings. The forensic mechanism of a
criminal offense includes elements of its forensic
characteristics.
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The mechanism of a criminal offense should be
understood as a system of processes of
interaction of the participants in this act, both
direct and indirect, with each other and with the
material environment associated with the use of
appropriate tools, means, and other individual
elements of the situation. In the scientific
literature, it is rightly noted that the mechanism
of a criminal offense naturally causes the
emergence of criminologically significant
information about the criminally illegal act, its
participants, and results.

From the standpoint of a systematic approach,
the mechanism of fraud with financial resources
in the field of computer information is considered
as a complex entity, the specificity of which is
determined not so much by elements of its
structure, but by the nature of relations and
connections between elements (llyushin, 2007).
As it is known, in the course of the investigating
criminal proceedings, the activities of the
investigator should be purposeful and aimed at
clarifying the mechanism of the criminal offense.
Knowledge of the most typical mechanisms of
criminally illegal acts will allow forming an
imaginary model of the mechanism of the
offense, to determine the direction of research of
available evidence and the place of search for
new, missing information about the illegal act
and its participants. The value of this approach is
that it allows you to track the development of a
criminal event in action and its consequences
(and all its participants) from the origin of the
criminal plan to its implementation, as well as the
stages of formation of the mechanism of a
criminal offense.

Thus, the basis for creating a model of the
criminal offense mechanism is information about
it. This fact allows the development of a model
of the mechanism of fraud with financial
resources in the field of computer information to
take the statement of R. Belkin, who notes that
“information about the mechanism of criminal
offense and related circumstances arising from
the formation of this mechanism and replenished
throughout the time of its operation, occurs
inevitably, and the process of its occurrence is
natural” (Belkin, 2013).

The concept “mechanism of a criminal offense”
focuses on the elements of its composition,
relating to its subjective side. In the process of
retrospective  cognition, which is  the
investigation, the establishment of elements of
the subjective side (purpose and motives, guilt
and its forms) is possible only based on a single
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“objective material” - the specific actions of the
participants in the crime.

Within this framework, the main elements of the
model of the mechanism of fraud with financial
resources in the field of computer information,
from the authors’ point of view will be:

1) the activity of the subject of a criminal
offense - a fraudster who commits theft by
deleting, blocking, modifying computer
information or other interference in the
operation of storage, processing, or
transmission of computer information or
information and  telecommunications
networks (fraud or abuse) trust, as a rule, is
characteristic at the stage of preparation for
a crime) in cyberspace;

2) aset of actions, deeds of the victim of fraud
with financial resources, committed in the
field of computer information;

3) aset of actions, deeds of persons who were
indirectly related to the criminal event;

4) elements of the situation used by the
participants in the criminal event, including
the subject of the criminal encroachment.

The information model of the mechanism of a
criminal offense, created based on the analysis of
the practice of investigation of this type of
criminal offenses and scientific provisions,
allows equipping the investigator with complex
system knowledge that promotes optimization of
all investigation process. In the process of
investigating fraud with financial resources in the
field of computer information, the investigator
uses a typical model of criminal offense and,
using such techniques of logical thinking as
comparison and analogy, compares the
information with the model, filling in the missing
links due to the derived relationships between
criminal the activities of the subject, the set of
actions, deeds of the victim and persons who
were indirectly related to the event of the
criminal offense, as well as individual elements
of the situation used by the participants in the
criminal event.

Features of the opening of criminal proceedings
on fraud with financial resources in the field of
computer information and the initial stage of the
investigation

A comprehensive model for investigating
cybercrime is important (Ciardhuéin, 2004).
Investigation of criminal offenses is a complex
social activity that includes three subsystems:
collection (receipt), examination of evidence and

www.amazoniainvestiga.info

proof; search and obtain orienting information;
use of office knowledge.

The initial stage of the investigation of any
criminal offense is the stage of opening criminal
proceedings. Its specificity is due to the
peculiarity of a particular type of criminal
offense and determines the algorithm of the
investigator’s actions in identifying signs of a
particular criminal offense. These signs affect the
choice of forces and means, as well as the entire
course of further investigation. A study of
investigative and judicial practice in criminal
proceedings for fraud with financial resources in
the field of computer information shows that in
all cases, the investigation of this category of
criminal offenses has changed its mind a special
inspection. In 27% of cases, it lasted quite a long
time (up to 30 days or more) (Rossinskaya,
2015).

Analysis of the materials of criminal proceedings
on fraud with financial resources in the field of
computer information shows that upon receipt of
data on the committed criminal offense, a
preliminary inspection by law enforcement
agencies was conducted in all cases. From our
point of view, this is due to several objective
reasons. First, the signs of fraud with financial
resources in the field of computer information
(objective and subjective), as a rule, are not
pronounced. Their detection requires certain,
sometimes quite complex and consistent
procedural and other actions (EMA de Ucrania,
2016).

Secondly, as noted earlier, the legislator went the
way of maintaining the preliminary inspection in
criminal proceedings. At the same time, to
provide evidence of forensically significant
information that indicates a criminal offense,
significantly expanded the possibility of using
various procedural and non-procedural means.

The opening of criminal proceedings on the fact
of fraud with financial resources in the field of
computer information determines the procedure
for carrying out actions (preliminary verification)
aimed at identifying the circumstances of the act.
We can say that the situation at the time of
receiving information about the event (let's call it
investigative), significantly affects the entire
process of the investigator’s activities due to the
sources and nature of the information obtained
(EMA de Ucrania, 2016).

In addition, the choice of means of preliminary
verification is influenced by the situation that
develops at the time of receipt by the investigator
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of information about fraud with financial
resources in the field of computer information.
As the analysis of investigative and judicial
practice shows, during this period there are two
types (verification) situations.

1. Criminals continue to commit illegal acts,
and there is a strong link between them and
the person against whom the computer fraud
is committed with financial resources (20%
of cases studied).

2. The criminal offense is over and the
connection between the person against
whom it was committed and the fraudsters is
absent (80% of cases studied).

In all cases, the investigator must document the
nature and features of the activities of a legal
entity that has suffered from fraud, as well as its
legal status, features of protection of objects,
access regime. Based on the results of the study
of documents, security representatives and
support staff should be interviewed, who could
see outsiders who participated in the preparation
and implementation of fraud with financial
resources. In the presence of bandwidth or video
recordings, during the study of the content of
documents or video may be found constituent
data of persons or their appearance in case of
their penetration into the organization in
preparation for fraud (repair of computer
equipment, repair of electricity, etc. .).

When carrying out verification actions, it is
necessary to take into account that the evidence
obtained during it should be fully used in the
course of further investigation, as it is impossible
to obtain some of them in other ways in the
future. This should be taken into account when
conducting an investigation in criminal
proceedings for fraud with financial resources in
the field of computer information. In all cases,
the results of the preliminary inspection affect the
formation of investigative situations of the initial
stage of the investigation of fraud in the field of
computer information and the mechanism for
resolving them (EMA de Ucrania, 2016).

The result of the inspection and determining the
moment of its completion is the presence of the
investigator's belief that the data obtained is
sufficient to open a criminal investigation into
fraud in the field of computer information. Given
the specificity of a criminal offense, such data
should indicate not only the impact on computer
information but also the theft of specific financial
resources. Only in this case can criminal
proceedings be opened on the fact of committing
fraud with financial resources. In all other cases,
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criminal proceedings must be instituted under
other articles or a decision shall be made to refuse
to institute criminal proceedings. The whole list
of procedural and non-procedural actions listed
above is aimed at obtaining data, which,
ultimately, will be the basis for initiating criminal
proceedings.

Tactical features of individual investigative
actions at the initial stage of investigation of
fraud with financial resources in cyberspace

Investigative actions are the cognitive tools of the
investigator and universal means of obtaining
evidence. Their production is due to the need to
obtain criminally relevant information, which is
important for establishing the circumstances of
the investigated criminal event that constitute the
subject (Uplan, 2017).

The structure and content of each investigative
action, aimed at directly obtaining objective and
complete information about the investigated
event, and the whole system of investigative
actions, in general, are not only formed on
scientifically verified positions, but also aim to
use the investigator in their work and scientific
and technical tactical means, and the
achievement of advanced scientific thought.

The process of investigating fraud with financial
resources in the field of computer information
requires the production of a significant number
of legally regulated, investigative, and other
procedural actions, and the tactics of their
production directly depend on the specifics of the
mechanism of a criminal offense.

Based on the authors’ analysis of investigative
and judicial practice, the following investigative
and other procedural actions are most often
carried out:

— inspection of the scene, an inspection of
objects and documents (100% of criminal
proceedings);

— interrogation of persons whose procedural
status has been determined (100% of
criminal proceedings). In most cases, this is
the interrogation of victims and witnesses,
and when identifying persons who have
committed a criminal offense, it is the
interrogation of suspects and accused. It
should be noted here that the interrogation of
these persons during their establishment
may be carried out after a considerable
period;

— appointment and production of forensic
examinations (100% of  criminal
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proceedings). In 100% of cases, a computer
examination was ordered; in 60% -
ktyloscopic examination; in 55% of cases
forensic examination of documents; 25% -
trasological examination; in 10% -
psychological examination; in 5% of cases -
others).

When conducting investigative actions, the
presence of forensic information that was
obtained during the preliminary inspection at the
stage of opening criminal proceedings should be
positively assessed. As noted earlier, during such
an investigation, the investigator receives up to
40% of the evidentiary information. At the initial
stage of the investigation, this affects the creation
of a favorable investigative situation, as well as
the process of further investigation. (Uplan,
2017).

Tactical and forensic support for the production
of investigative actions in the investigation of
fraud with financial resources is associated with
the peculiarities of the mechanism of committing
this criminally illegal act. Particular attention in
the investigation of fraud with financial
resources in cyberspace should be paid to such an
investigative action as a survey of the scene. The
specifics of this investigative action should also
be taken into account when investigating fraud
with financial resources in cyberspace.

Site inspection, as well as search, seizure,
investigative experiments belong to the group of
non-verbal investigative actions. They allow to
form in the mind of the cognizer, the investigator
an imaginary image of material objects based on
sensory (visual), which is not expressed in verbal
(conditional-signal) form. These actions are
related to the personal perception of the persons
conducting the investigation, the circumstances
of the objective reality preserved in the trace.
This is a different way of cognition, compared to
verbal investigative actions, which has its pros
and cons. But each of these methods is of great
importance for establishing all the circumstances
that are part of the subject of criminal procedure
knowledge (Karchevskaya, 2017).

During the inspection of the scene, the
investigator establishes, investigates, and records
the situation at the scene, traces of the crime, the
offender, and other facts that allow in
conjunction with other evidence to conclude the
mechanism of the crime:

e computer traces, as well as their objects -
media (eg, computer or system unit, flash
drives);

www.amazoniainvestiga.info

e traditional traces of the presence of a
particular person at the scene;

o features of access, organization, operation,
and devices of different types of networks,
through which the fraud was committed;

e recording and video recording devices
available on the territory of the institution or
the territory adjacent to the crime scene.

Especially important for this category of criminal
proceedings are the analysis of the previous
activities of the suspect (labor and training), the
appointment of forensic psychological and
forensic psychiatric examinations and taking into
account their findings, direct observation. The
result of the analysis of various information
about the interrogated during the preparation for
interrogation should be the establishment by the
investigator of the level of knowledge and
information  about computer  technology
possessed by the offender, what the crime was
related to, whether the interrogated person could
commit this crime or not. (Dovzhenko, 2019).

It should be noted that quite rarely (ho more than
3% of cases) when individual criminals
contributed to the investigation, investigative
experiments were conducted to establish the
principle of malware development, which were
used to commit computer fraud with financial
resources in cyberspace. In these cases, the
presence of a specialist in the field of computer
hardware and technology is required. In addition,
the results of the production of such an
investigative experiment are necessary to
conduct a computer-technical examination
(Uplan, 2017).

Thus, the production of investigative and other
procedural actions in criminal proceedings on
fraud with financial resources in cyberspace has
certain features that are fully due to the
mechanism of criminal activity, as well as the
perpetrators. To achieve a positive result and the
purpose of the investigative action, the
investigator must carefully prepare, using a
variety of tactics and the assistance of specialists.

Conclusions

Based on the above material, we can conclude
that the current state of cybercrime poses great
threats to society, and the number of cybercrimes
is growing every year. Internet fraud with
financial resources, in turn, poses a global threat
to the economy of every country in the world.
Today, the effectiveness of combating Internet
fraud and the level of cybersecurity in Ukraine is
very low, and therefore we should not neglect
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such an important component as the Internet, as
in advanced countries this area is a priority in
domestic and foreign policy. But a
comprehensive fight against this problem
requires the joint efforts of the state, citizens,
international ~ cooperation, and  relevant
legislation. In addition, the sweetness of the
investigation of fraud with financial resources in
cyberspace is due to the manifestation of new
methods and ways of committing the analyzed
criminal offense and the lack of development of
forensic techniques and tactics. Investigating
financial fraud in cyberspace requires in-depth
specific knowledge from the subjects of the
investigation, which, unfortunately, cannot be
obtained by them for various reasons. For
example, the obsolescence of scientific and
practical training and technology. All of the
above, in turn, complicates the prevention and
counteraction of illegal actions, and this allows
them to exist for such a long period.
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