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Abstract
Social networks present a new scenario for citizen engagement 
and for defining a new model of the citizen-media relationship 
but, in order to operate in this medium, it’s essential to take into 
consideration the data protection regulations in force. This arti-
cle explores both the basic principles governing this area for the 
media and for social network users, as well as the conflicts that 
may arise from inadequately exercising freedom of expression. 
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Resum
Les xarxes socials presenten un nou escenari per a la parti-
cipació ciutadana i per definir un nou model de relació en-
tre ciutadans i mitjans de comunicació, però  per operar en 
aquest mitjà és fonamental tenir en compte les normes vi-
gents en matèria de protecció de dades. Aquest article explora 
tant els principis bàsics que regeixen aquesta matèria per als 
mitjans de comunicació i per a les persones usuàries dels es-
pais en xarxes socials, com els conflictes que poden derivar 
d’un exercici inadequat de la llibertat d’expressió. 

Paraules clau
Xarxes socials, privacitat, protección de dades personals, lli-
bertat d’expressió, dret a la informació.

1. The media on social networks 
 

Social networks1 probably constitute the greatest new thing in 
the last decade for the media as they provide an interactiv-
ity that had been unimaginable until very recently. Tradition-
ally radio was the medium that could regularly open up the 
microphones in real time to listeners. But this depended on the 
time available on the programming grid and the nature of the 
programme. Today, any medium worth its salt has set up a so-
cial network, either as a corporation or by opening up its most 
significant programmes to user interaction.

The possibilities of putting your followers centre stage multiply 
through this procedure, ranging from real-time conversation to 
provocation. Interaction on social networks therefore helps to 
integrate users within the programme’s dynamic, boosting their 
loyalty, taking the pulse of public opinion in real time and, given 
the viral nature of these media, multiplying the impact of each 
broadcast.

In addition to the phenomenon of social networks is the im-

pact of the so-called blogosphere which actually pre-dates 
them.2 A opinionated citizen journalism (which is not always 
thorough) has been born and traditional media have striven to 
incorporate blogs on their own internet sites, either directed by 
their professionals or open to citizens.

At least two questions arise in this context from a legal point 
of view. What regulatory requirements are imposed on media 
companies that decide to set up a social network (here we will 
essentially focus on the fundamental right to data protection)? 
And, secondly, how will conflicts be tackled related to the pub-
lication of information or opinions by users themselves?

2. Data protection on social networks
 

To apply data protection rules it is fundamental to clearly un-
derstand the context. As noted by Castells,3 the evolution of the 
internet encourages communities to be formed, both by trans-
ferring pre-existing social groups to the virtual world and also by 
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creating worldwide interest groups. Moreover, a large number of 
services related to these are aimed at leisure and to encourag-
ing aspects directly related to personal or private life, such as 
sharing photographs, listening to music or sharing videos, or 
expressing opinions via brief tweets of 140 characters.4  

There are also a number of elements of a technical nature, 
whose future influence is, today, unforeseeable. Firstly, ubiq-
uity is one of the most notable characteristics of internet ser-
vices. Mobile phones5 have become a complete manager and 
organiser with functions that range from personal agendas to 
computer-controlled management in the so-called “internet of 
things”,6 including the adoption of decisions based on added 
value services such as GPS. The telephone is now a space for 
leisure and shared play, a tool to access social networks and a 
provider of access to interactive digital TV services.7 

On the other hand, also from a technological point of view, 
the web universe is no longer passive but has become a highly 
dynamic social space. Users can express their opinions, obtain 
the opinions of others and show themselves as they are. It is a 
complex environment in which applications are not always the 
main provider8 and users can be both betatesters and develop-
ers at the same time.

Web 2.0 therefore goes much further. It is not merely a series 
of more or less advanced programming resources but entails 
the birth of a social universe belonging to the network society 
and populated by communities that can move from what is 
closer to any kind of horizontal grouping (professional or social 
groups), vertical grouping (teamwork spaces) and even “infor-
mal” grouping without the limits of space or time. That is prob-
ably why people say Web 2.0 “is an attitude and not precisely 
a technology”.9

 
2.1 Identity is the core element
In the information society, the currency is personal informa-
tion.10 As everyone knows, when someone surfs the internet, 
they leave an economically profitable trail. Thanks to the inter-
net’s operational routines (the IP tracking, basic information re-
garding the applications stored on our computers, cookies and 
browser logs), profitable user profiles can be produced to es-
tablish general browsing profiles with a certain market value.11 

Following a browser trail, even without identifying the user 
specifically, provides extraordinarily valuable information if this 
is contextualised. Users unconsciously reveal preferences of all 
kinds; indicate what matters interest them, which graphics at-
tract them or which publication they prefer. These electronic 
fingerprints are used to facilitate browsing and make it quicker, 
to present advertising in a certain way and carry out market 
studies, or to offer clients that have been identified personalised 
services adapted to how they surf the internet. 

Whereas the internet presents a challenge in terms of protect-
ing private life from the point of view of the basic and “tradi-
tional” way it works, this becomes more complex with regard 
to social networks, where generic profiles of a user or fictitious 
identities are not enough. In order to be effective on a social 

network, to achieve its aims, an individual must identify him 
or herself. And in this context identity is extremely valuable be-
cause, thanks to this, the information, message or advertising 
can be personalised. There is the capacity to establish or identify 
circles of trust12 and, through this, the viral nature of messages 
multiplies the efficiency and effectiveness of the processing.

In no way should we doubt the contribution of social networks 
to public debate; the recent examples of democratisation in 
countries in North Africa are proof enough of this. But this does 
not mean that the actions of providers and users themselves 
should not be subject to rules.13 

Consequently, the first question we should ask ourselves is 
whether there are principles that can be applied to the internet 
and to social networks in particular. And the answer is in the 
affirmative. The issue here, essentially, is therefore not whether 
basic applicable principles exist, as they evidently do, but rath-
er whether they are truly taken into account in the initial design 
of the applications.14 

 
2.2 Applying rules regarding data protection
Processing personal information constitutes a key element in 
social networks. And this is the case both from the perspective 
of the provider of services, whose business is based precisely 
on the benefits produced by exploiting this information, as well 
as from the perspective of users, who display their information 
and thereby expose themselves personally and professionally. 
Consequently, the right par excellence in this context must be 
the right to data protection. 

 
2.2.1 The Lindqvist standard
Without any doubt, the case of Bodil Lindqvist provides a top 
level reference when attempting to establish criteria to apply 
data protection rules to social networks.15 In this respect, it 
can be said that the Court of Justice has clearly defined the 
criteria to be followed in the case of personal data being pro-
cessed on a website. 

It is important to remember that behaviour consisting of pub-
lishing a photo, video or written text on a social network does 
not differ at all in material terms from the Lindqvist case: it is 
exactly the same situation. Technology has merely advanced 
and this can now be done without any prior technical knowl-
edge and in a cooperative environment. In the Lindqvist case, 
the Court of Justice concluded that the conditions had been 
met to apply Directive 95/46/EC, in other words:

1. That processing existed.
“27. The answer to the first question must therefore be that 
the act of referring, on an internet page, to various per-
sons and identifying them by name or by other means, for 
instance by giving their telephone number or information 
regarding their working conditions and hobbies, constitutes 
‘the processing of personal data wholly or partly by auto-
matic means’ within the meaning of Article 3(1) of Directive 
95/46/EC”.
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To this end, it referred to the processing categories that (and 
we should stress this) include disclosure by transmission and 
dissemination, actions that fall within the concept of transfer.

“25. According to the definition in Article 2(b) of Directive 
95/46, the term “processing” of such data used in Article 
3(1) covers “any operation or set of operations which is 
performed upon personal data, whether or not by automatic 
means”. That provision gives several examples of such op-
erations, including disclosure by transmission, dissemina-
tion or otherwise making data available. It follows that the 
operation of loading personal data on an internet page must 
be considered to be such processing”.

2. That the exception of private life was not applicable.16 
“47. That exception must therefore be interpreted as relat-
ing only to activities which are carried out in the course 
of private or family life of individuals, which is clearly not 
the case with the processing of personal data consisting in 
publication on the internet so that those data are made ac-
cessible to an indefinite number of people”.

3. That the conflict between the right to data protection and 
the freedom of expression or right to information must be re-
solved by the competent authority or national judge.

“90. The answer to the sixth question must therefore be 
that the provisions of Directive 95/46 do not, in themselves, 
bring about a restriction which conflicts with the general 
principles of freedom of expression or other freedoms and 
rights, which are applicable within the European Union and 
are enshrined inter alia in Article 10 of the ECHR. It is for 
the national authorities and courts responsible for apply-
ing the national legislation implementing Directive 95/46 to 
ensure a fair balance between the rights and interests in 
question, including the fundamental rights protected by the 
Community legal order”.

Consequently, if we literally apply the conclusions of this case 
to the “wall” of a social network, it’s evident that, under certain 
conditions, there will be processing subject to the Directive. 
And the same thing happens when a photograph is tagged or 
a video uploaded concerning identified or identifiable people.

In practice, as we will now see, the exception of private life is 
only applicable when the space on the social network is con-
figured in such a way that it is only visible to a group of friends 
and is expressly authorised. If not, the Lindqvist case would 
apply fully.

 
2.2.2 The Opinion of the Article 29 Working Party
In Opinion 5/2009 on online social networking,17 the Working 
Party establishes the conditions for applying Directive 95/46/
EC18 based on the consideration that, in a legal sense, social 
networks are information society services. It is evident that, in 
order for this kind of service to work, personal data need to be 
processed firstly in the registration and then to configure the 

user’s profile. On the other hand, and since the ultimate pur-
pose of a social networking site is to interact with other users, 
each of them provides information in the form of descriptions, 
opinions, photographs, etc. and the social networking site pro-
vides them with tools (lists of users, private messaging, email, 
etc.) that facilitate this and require some kind of processing to 
be carried out. 

From this point of view, there are no doubts regarding the ap-
plicability of the Directive. For this reason, the Working Party 
focuses its efforts on thoroughly analysing each of the elements 
of this processing. Along these lines, there is one aspect that 
is in no doubt: the Directive’s provisions regarding data protec-
tion apply in most cases to the providers of the social network-
ing services, even when their head office is outside the EEA.19 
Nevertheless, the complexity of this kind of service means that 
criteria must be established to identify other possible responsi-
ble parties. These would be external providers of applications 
when they process data and could also be users themselves 
under certain conditions:
• When the social networking site is used as a collaboration 

platform for an association or company.
• Secondly, according to the Working Party, when access to 

profile information extends beyond self-selected contacts, in 
particular access exceeds the personal or household sphere 
when all members within the social networking service can 
access a profile or when the data can be indexed by search 
engines. Equally, if users take an informed decision to ex-
tend access beyond their self-selected “friends”, they as-
sume the responsibilities of a data controller. In practice, 
the same legal regime is applied as when any person uses 
other technology platforms to publish personal data on the 
internet.

• Lastly, the application of the household exemption is also 
constrained by the need to guarantee the rights of third par-
ties, particularly with regard to sensitive data.

Finally, the Working Party repeats that there may be cases 
in which the household exemption does not apply but where 
rights prevail such as the freedom of expression, the   right to 
information or freedoms of artistic or literary creation. Similarly, 
the application of general provisions of national civil or criminal 
law cannot be excluded.

 
2.2.3 Contributions by the Spanish Data Protection Agency
The Spanish authority has carried out several actions in this 
area, promoting and taking part in studies,20 issuing reports 
and applying the disciplinary regime. We should review those 
documents that in some way help to define the institution’s 
position in this matter. In this respect, the document entitled 
Recomendaciones a usuarios de internet 2009 [Recommen-
dations to internet users 2009] should be read attentively. This 
document represents an interesting change in perspective. In 
previous editions, users were conceived as passive subjects 
whose data were processed. However, the recommendations 
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contained in points X and XI of the 2008 text reveal a new 
focus. Firstly, there is the initial premise that normal use of 
Web 2.0 resources may determine the processing of data and 
images of people who have not consented and the authority 
recommends taking special care in this area.21 

On the other hand, the text also covers users who consciously 
use Web 2.0 resources for informative purposes and, referring to 
this, the Recommendations of point twelve are very concrete and 
clearly aimed at raising the awareness of users regarding the con-
ditions for exercising the right to information on the internet.22 

In addition to this promotional activity, the Agency has also 
adopted decisions with legal significance insofar as its reports 
and decisions serve to guide the action of providers. It has issued 
a report on this area, 615/2008,23 regarding such a common 
issue as the actions of individuals who share, via their websites, 
photos of their children carrying out out-of-school activities.

Firstly, the report analyses if the conditions exist to apply the 
household exception. Regarding this aspect, it notes two con-
clusions. The first, with reference to the Bodil Lindqvist case, 
is that this exception does not apply because we are not in the 
area of the private or family life of individuals when information 
is projected beyond the domestic sphere, something that, with 
images on the internet, is established as “there is no limitation 
to accessing these”. A second criterion, in line with the afore-
mentioned Opinion 5/2009, when considering which evidence 
points to  the existence of processing subject to the Directive, 
concludes that “for us to be considering the exclusion estab-
lished in article 2 of the Spanish Data Protection Act, what is 
relevant is the fact that this is an activity that befits a personal 
or family relation, comparable to what might be carried out 
without using the internet, so that those cases do not apply in 
which publication is carried out on a page that is freely acces-
sible by any person or when the high number of people invited 
to contact this page is indicative of the fact that this activity 
extends beyond what is appropriate for this sphere.

Consequently, the application of what has been said so far 
related to this case supposes that the Spanish Data Protection 
Act shall not apply when the activity of the consulting party is 
limited, under the terms in question, to the personal or fam-
ily sphere. On the other hand, when the exclusion established 
in article 2 of this Act does not apply, i.e. when the activity 
exceeds this sphere, this rule shall be applicable and consent 
must be obtained from the parents or from the minors them-
selves when they have the capacity to give it, both to obtain 
the image and to publish it on the website, insofar as the latter 
constitutes a transfer or disclosure of data of a personal nature 
as defined by article 3 j) of the Spanish Data Protection Act, i.e. 
as ‘Any disclosure of data carried out by a person other than the 
interested party’”.

In conclusion, the configuration of the web space is highly 
relevant for the purpose of determining the applicability of data 
protection legislation. 

Lastly, we should refer to different opinions given within the 
context of disciplinary procedures and/or protection of rights 

that affect typical Web 2.0 services. Firstly, there are those 
cases where images are issued on portals that offer video files. 
In this area, the Spanish Data Protection Agency (AEPD) has 
employed the doctrine of article 29 of Working Party Opinion 
4/2004, of 11 February, regarding the processing of personal 
data via video camera surveillance, and has concluded that 
“data comprising of image and sound are personal”. The identi-
fiable nature of these data “can come from a combination of the 
data with information from third parties or even from applying, 
in the individual case, specific techniques or devices”. Based on 
this premise, it concludes that:

“The recording and reproduction of images from passers-by 
in the street, which constitute data of a personal nature, 
and their publication on “YouTube”, accessible by any in-
ternet user, is subject to the consent of the data subject, 
in accordance with that established by article 6.1 of the 
Spanish Data Protection Act”.24

This position has been further defined and adapted to the 
reality of the internet by prioritising the exercise of the right to 
cancel as a means of resolving conflicts, reserving disciplinary 
procedures for more serious cases.25 

2.3 Recommended actions
Given the statements by courts and authorities on the protection 
of personal data, one preliminary conclusion seems evident: a 
medium that opens up a space on Facebook must comply with 
some basic normative principles in this area. 

Having studied six of the main media,26 and excepting any 
possible author error, only one of these media -Cadena SER- 
has any kind of rules27 for its users:

“Rules of participation
The aim of the Facebook pages managed by Cadena SER 

is to establish a direct relationship between the radio sta-
tion and its different programmes and fans.

To achieve this, the following rules of participation are 
established, in addition to the rules of Facebook. The lat-
ter can be consulted at http://www.facebook.com/terms.
php?locale=EN:
• All opinions are welcome but avoid insults and language 

that incites hatred, discrimination, that promotes illegal 
activities, that is offensive, racist, violent or xenophobic. 
Publish your opinion but respect the rest of the users and 
Cadena SER.

• Write your comments just once and avoid using capitals, 
which are considered to be shouting on the internet. Abu-
sive writing will be treated as spam. 

• In the case a subject is put forward for debate, keep to 
this subject. The internet has many other places where 
you can discuss whatever you want. 

• The Facebook pages managed by Cadena SER do not 
accept advertising of companies, events of any kind or 
political propaganda. Nor the promotion of other Face-
book groups or pages or other social networks that do not 
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belong to Cadena SER or other companies in the Prisa 
Group. 

• Do not share content protected by copyright without the 
copyright holder’s permission. 

• Do not publish personal data, as they will be visible to 
all visitors.28

The team administering the Facebook pages managed by 
Cadena SER reserves the right to erase any message or con-
tent that does not comply with these rules or to block any 
users if they repeatedly violate them, and is not liable for 
any breach or for the consequences this may involve”.

As can be seen, these are the policies of use for a forum and 
they only allude vaguely to the protection of personal data. 

However, if we consult the space produced by the Spanish 
Data Protection Agency29 in order to hold an international con-
ference, we can read the following information:

“When you become a fan of this page you consent to the 
following: 1) to your personal data being processed in the 
Facebook environment in accordance with its <http://www.
facebook.com/policy.php?ref=pf> privacy policies; 2) the 
AEPD accessing the data contained in the fan list; and 3) to 
news published on the event appearing on your wall.

The AEPD will not use the data for other purposes nor 
to send additional information. If you want to withdraw, 
you merely have to click on the hyperlink that appears bot-
tom right “Unlike”. You can exercise your rights to access, 
rectify, cancel or oppose at any time by sending a written 
document to Agencia Española de Protección de Datos, 
Secretaría General, C/ Jorge Juan no. 6, 28001 Madrid or 
by sending an email to privacyconference2009@agpd.es, 
accompanied by a photocopy of the official document that 
identifies you. Should you exercise your rights by email, 
the document must be digitally signed in the message or a 
scanned official document attached.

In the context of this processing, you must take into ac-
count the fact that the Spanish Data Protection Agency can 
only consult or withdraw your data as a fan. Any rectifica-
tion of the data must be carried out by yourself by configur-
ing your user. Email address: ciudadano@agpd.es”.

What is the reason for this significant difference? It is evident 
that, when a company acts on a social network, it must comply 
with the provisions of the law in force.30 

We can differentiate between different scenarios, although the 
most common is when a user registers on the most widely used 
sites, i.e. Facebook, Tuenti, Twitter and possibly YouTube. This 
is a hybrid situation as, on the one hand, the organisation is 
acting as just another user of the social network and, on the 
other, it assumes legal liabilities for the action carried out. So, 
when a page is opened on a social network, the organisation 
will act as what the Spanish Data Protection Agency and juris-
prudence have defined as a controller:

“Also resulting from the repeated sections of art. 3, as has 

already been stated, is the differentiation of two responsible 
parties according to whether the power to decide is directed 
at the data file or the data processing per se. So, the file 
controller is the body that decides to create the file and 
its application and also its purpose, content and use; i.e. 
the body that has decision-making power over all the data 
recorded in this file. The data controller, however, is the 
body that determines the specific activities of a certain data 
processing, albeit in a specific application. This covers all 
those cases where the power to decide must be differenti-
ated from the material performance of the activity involved 
in the processing”.31

As a consequence of the aforementioned ruling, article 5 of 
Royal Decree 1720/2007, of 21 December, approving the 
Regulations for implementing Organic Act 15/1999, of 13 De-
cember, on the protection of data of a personal nature (RLOPD), 
has defined this figure as:

“q. File or data controller: natural or legal person, of a pub-
lic or private nature, or administrative body, that alone or 
together with others takes decisions regarding the purpose, 
content and use of the processing, although it may not ma-
terially carry this out. Bodies without legal personality can 
also be file or data controllers when acting as differentiated 
subjects.”

Consequently, the circumstance defined in the ruling and pre-
cept occurs in this case. This is processing in which the user, 
when opening his or her account, does not have any control 
over the file owned by the social network. As a result, the obli-
gations resulting for the organisation regarding compliance with 
the Spanish Data Protection Act are limited and, for example, 
there is no duty to register a file or to take out a data access 
contract on behalf of third parties.

It should be assumed that, in this kind of case, use is limited 
exclusively to joining the social network and using the tools on 
it and there is no decision-making capacity regarding the struc-
ture, arrangement or material management of the data other 
than that of the social network. Moreover, other conditions must 
be met to be able to state that a body is acting merely as a user:
• Behaving as a user that interacts in the social network system.
• Not incorporating personal data in own resources.
• Not entering into any agreement regarding the provision of 

services to develop or maintain the space with the social 
network provide. 

• Not entering into any agreement with the provider regarding 
additional services, such as an analysis of the behaviour, 
tracking or production of user profiles, associated or not 
with the issuing of behavioural advertising.32 

In this case, in order to ensure suitable compliance with the 
Spanish Data Protection Act, the medium must:
• Comply with the duty to inform so that, as there is process-

ing, the principles and obligations are respected resulting 
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from article 5 of the Spanish Data Protection Act. The fol-
lowing is therefore recommended:
 - Place brief information in the space of the account pro-

vide by the social network with the basic information on 
the identity and location of the person responsible, the 
intended purpose and how rights are exercised.

 - Set up a welcome procedure for new friends with an 
email message that includes this information.

 - Hyperlink to corporate privacy policies.

And, as stated by the Article 29 Working Party in Decision 
5/2009 mentioned previously, particularly provide information on:
•  Usage of the data for direct marketing purposes.
•  Possible sharing of the data with specified categories of 

third parties.
•  The use of sensitive data.
•  Integration within the environment of third party applica-

tions that record and/or process the data of “friends” when 
this integration depends on the wishes of the user responsi-
ble for the account.

Secondly, it should be noted that the legitimate cause for pro-
cessing personal data in this area is consent, as in article 6 
of the Spanish Data Protection Act.33 It should be understood 
that this consent is given when someone is asked to “become 
a friend of” or when they accept an invitation. The following 
should be taken into account: 
• Consent only affects the data of the person joining, never 

those of third parties related to the “friend” whose profile 
is open. 

• The possible existence of exceptions to the consent rule 
must be examined case by case and fully respecting the 
regulation. Request?

• An open profile “does not imply consent”. It should be re-
membered that, in accordance with that established by the 
Spanish Data Protection Agency in its Report 0342/2008, 
the internet and therefore social networks are not publicly 
accessible sources.

• Including data, such as email addresses, in the systems 
themselves constitutes processing subject to the Spanish 
Data Protection Act and the fact that these data are acces-
sible in a social network environment does not necessarily 
legitimise their processing.

• The guarantee of the rights of “friends” is of limited content. 
The rights to access, rectify, cancel and oppose processing 
apply. Notwithstanding this:
 - The content of the right to access will be defined by the 

possibilities offered by the network and by the capacity to 
access information from the profile of each specific user. 
Consequently, it will practically be enough to offer, to any-
one exercising this right, images of the screens showing 
which data is accessed.  

 - The right to oppose, rectify and cancel will be modulated. 
The data controller should comply with this regarding 

those aspects of application that are under its control, 
such as modifying or eliminating a comment from the 
wall itself. The rectification of aspects related to the us-
er’s profile is normally exercised before the provider. Can-
cellation and opposition, when this consists of “unfriend”, 
can be exercised by both parties.

• There must be limits regarding the use of data. The princi-
ple of purpose constitutes an impassable limit and must be 
defined by:
 - The social network’s conditions of use, which might pro-

hibit specific uses. 
 - The information available and effectively provided in “Add 

Friend”.
• The principles of security and secrecy apply for any user 

regarding the data controller but must be adapted to the 
specific conditions of the environment and will only affect 
any processing effectively carried out. 

 
3. Social network user opinions and information

 
To complete our examination of issues related to the use of 
social networks, we should also look at what is undoubtedly 
the essential aim of these sites: to encourage users to express 
their opinion freely. 

In principle, and given the nature of the environment, in other 
words space on a medium related to citizens exercising the 
rights of article 20 of the Spanish Constitution, the conditions 
exist to exclude the application of the rules protecting personal 
data.34 In this respect, the Spanish Data Protection Agency has 
usually recognised the prevalence of the rights of article 20 of 
the Spanish Constitution.35 Notwithstanding this, it should be 
noted that, at least in one case, the High Court has considered 
the right to data protection prevalent, when considering that 
the information published did not require the accompaniment 
of the image of one of the victims of a terrorist attack, applying 
a judgement of proportionality.36 

When the body processing personal data is a user on his or 
her own wall, the Agency usually redirects the question to the 
procedure to protect rights of article 18 of the Spanish Data 
Protection Act and orders the data to be cancelled by the person 
responsible for the social network.37

All these criteria help us to comprehend the legal nature of 
the opinions posted on a medium’s wall based on two types of 
judgement. Firstly, a judgement concerning the content will help 
us determine whether the user is exercising his or her right to 
inform or express his or her opinion and whether the conditions 
exist for this right to prevail over the rights of third parties. In 
other words, whether the information is based on true facts or 
perceived as such, and has public relevance to shape public 
opinion. The second criterion is based on determining the liabili-
ty of the person owning the wall. Here the Agency’s point of view 
is framed within the line defined by Act 34/2002, of 11 July, 
on the services of the information society and electronic com-
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merce, and stated by Opinion 5/ 2009, considering the owner of 
a social network as the provider of information society services.   

This is substantially different from the liability of the publish-
ing body, for example, in the traditional “letters to the editor”. 
Spain’s Constitutional Court Sentence 3/1997 summarises very 
accurately the criterion of the court that, based on the fact that 
there is a prior examination of the letters published, requires 
in some way the application of a double filter regarding the 
identity of the person sending the letter and the relevance of the 
content when identification is not reliable. It therefore considers 
the publishing body is responsible for this content.38 

In short, and using elementary analogue reasoning, in those 
internet spaces where content is directly developed by the own-
er and space is provided for participation, liability would be 
focused on verifying the identity of the reader publishing his 
or her opinion. This doctrine would not be applicable in the 
context of a social network since the way in which it functions 
prevents, today, any identification and, moreover, the speed 
when publishing comments and the number of these comments 
makes it impossible to control, except after the event. 

For this reason, as stated by Opinion 5/2009, in this case 
there is the provision of an information society services subject 
to that established in Act 34/2002, of 11 July, on informa-
tion society services and electronic commerce. Consequently, 
when Spanish legislation applies, the liability of the provider 
regarding this document must be governed by articles 16 and 
17 of this Act. Two elements must therefore occur for there to 
be liability:
• Effective knowledge. This shall occur when a claim is noti-

fied by means of the social network’s complaints space or 
when an authority, such as the AEPD, demands some kind 
of action. 

• Absence of diligence in removing the information. 

In any case, this is a complex situation that transfers some 
ethical responsibility to the media. As democratisation has oc-
curred through the extension of the possibility to exercise the 
freedom of opinion for any citizen, and as the media themselves 
provide these spaces on social networks, it would be most ad-
visable to encourage the training of users via ethical codes or 
rules of use.39   

This is particularly necessary when specific regulations are 
absent. Neither Organic Act 1/1982, of 5 May, on the civil 
protection of the right to honour, personal and family intimacy 
and one’s own image, nor Organic Act 2/1984, of 26 March, 
governing the right to rectify, offers suitable solutions to resolve 
these problems. Clear evidence of this is that citizens are in-
creasingly exercising the right to cancel established in article 
16 of the Spanish Data Protection Act for this kind of case.

Conflicts in this area go far beyond social networks and have 
spread to citizen journalism and blogs and to the so-called right 
to be forgotten. Directive 95/46/EC authorised member states 
to develop this area in the sphere of the media. Perhaps the 
time has come to insist that this development is essential.
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