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Chapter IIICyber security in the emerging 
systems of the electrical sector

Jorge Cuéllar Jaramillo

Abstract

There are many forces that have led modern societies to embrace a new 
concept for the production and distribution of electricity in the future: the 
smart grid. They include the scarcity of fossil fuel and the ecological im-
pact of current energy sources. The intelligence of the future grid will 
depend on the use of technologies of information and communication. 
Indeed they will be indispensable to meet the challenges of the new en-
ergy sources which are intermittent and distributed. The energy supply 
infrastructures are among the most critical for the modern world, and the 
reliability of the distribution is the most important requirement to be met. 
This implies that ensuring the IT security of the smart grid will be of piv-
otal importance. But this will only be feasible with a demanding and large 
effort to cope with the security issues, conducted in a determined way by 
the different sectors of our society, including government authorities and 
private organizations, research groups and in particular all the different 
actors that will take part in the new electric grid.

The purpose of this article is to provide an overview of the security land-
scape of processes related with the management of command and control 
information and personal data in the context of the Smart Grid. Without 
entering into technical details that would distract us, we will discuss the 
purpose and use of smart technologies in the future grid, the risks asso-
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ciated with them, the security requirements that they must meet, and the 
means to implement them. We conclude that it is crucial to understand 
and treat the risks. This endeavour will convey a set of new challenges 
that our society will have to face.
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The smart distribution grid

The threshold of the third industrial revolution

It was already clear to the inventor Thomas Edison that the creation of 
new individual electrical solutions, such as the electric light bulb or ener-
gy generators, was not enough to have a large-scale impact on society. It 
is also necessary to build an energy distribution system in order to place 
these advance within the reach of the general public. Hence, their efforts 
were not restricted to creating individual electrical systems, but also to 
the transmission of electrical energy to private homes. The first energy 
distribution grid started in 1882. This rapidly led to the practical utility of 
the technological advances and an explosive increase in their use. How-
ever, it used direct current (DC), which turned out to be only useful for 
transmitting energy over short distances.

Nikola Tesla discovered that alternating current was capable of going 
beyond the limitations on energy transmission and it was more suitable 
for electrical transmission over long distances. In 1895, George West-
inghouse used this technology to connect a generator at Niagara Falls 
and transfer electrical alternating energy to the city of Buffalo, some 35 
kilometres away, thus beginning what Marshall McLuhan called the Elec-
tricity Age.

Since then, the structure of the distribution grid has maintained the same 
basic architecture: generation does not have to be close to consumption 
and electricity flows unidirectionally, with centralised distribution from 
the generator plants to the end consumers, whether households or in-
dustry. The system’s reliability is assured by an excess of capacity (re-
serves) in order to respond to potential demand at practically any time. 
Electrical systems were designed and constructed in times in which pri-
mary energywas relatively plentiful and cheap thus not having the im-
posing need to save energy, or to optimise consumption at all costs. The 
abundance of electrical energy has been an extremely important factor 
in the industrialisation and development of Spain, Europe and, of course, 
the whole world.

The information society and the third industrial revolution have been 
in the making since the second half of the last century, with the elec-
trical and ICT advances such as the transistor, television, computing, 
robotics, Internet, etc. But there are several authors, such as Jeremy 
Rifkin who consider the Smart distribution Grid to be the door to the 
third industrial revolution (“The Third Industrial Revolution”, New York, 
Macmillan, 2011). The five pillars of the third industrial revolution, ac-
cording to Rifkin are:

I. The replacement of the conventional energy sources by renew-
able energies.
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II. The transformation of the buildings and houses in power 
micro-plants that can access sources of local renewables 
recourses.

III. The installing of energy storage technologies, such as those for 
the creating, storing and processing of hydrogen. These tech-
nologies will be used in buildings, houses or cities in order to 
effectively use the intermittent or surplus energy at times of 
demand troughs.

IV. Use information and communication technologies, and Internet 
in particular, so as to create hub grids having locally generated 
energy, negotiate prices and sell surpluses to the local or global 
grid.

V. The replacing of the existing conventional transport fleets by 
electrical vehicles, which can store energy and thus purchase 
it at times of elevated supply and sell it at times of greater 
demand.

The use of information and communication technologies will make it pos-
sible to decentralise both production and control. It will allow the optimi-
zation of electrical energy distribution in a way that is unprecedented and 
radically different form todays, geared toward the centralised generation 
of electricity in large electrical plants.

Forces that lead to Smart Networks

There are many reasons that currently make it essential to re-design the 
architecture and functioning of the electrical network and that lead us to 
Smart Networks. We sub-divide these into reasons of security supply, of 
the protection of the environment, changes in the market and the need for 
new grid optimisation mechanisms.

Supply security

Fossil fuels –coal, oil and natural gas- are limited, oil particularly is now 
close to its production zenith. Since before the first energy crisis in 1973, 
fuel prices have been rising in waves and times of great shortfalls in the 
supply of oil, electricity and other energy resources have appeared. These 
crises adversely affect the rest of the economy, increasing the likelihood 
of recession: as energy costs raise the costs for all industries also go up, 
while the price of petrol leads consumers to reduce their costs and to less 
confidence in the economy. Oil-dependent countries have great motivation 
to save energy and search for and integrate alternative sources. None of 
these will be as cheap, as convenient or as simple to transform in energy 
terms as oil, but they will be necessary to assure the energy supply.
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Ecology and the protection of the environment

Many reasons have led us to become aware of the need to preserve 
the environment and oblige us to look for renewable low-emission en-
ergies that have few harmful residues. Two examples are: the growing 
atmospheric pollution, as for example, has been observed so drastically 
in China in recent years, and the increasingly imminent risk of climate 
change that could turn out to be disastrous in the field of nuclear tech-
nology security, as Fukishima showed. The great difficulties that Japan 
faced with nuclear plants following the tsunami have been the main rea-
son why the German government decided to opt for energy transition 
(“Energiewende”).

The market

One of the stimuli for this change in the system is the de-regulation and 
privatisation of the markets, as well as the re-structuring of industry in 
general and the electrical sector in particular. Many governments are ex-
pecting growth in innovation and competitiveness, as well as a reduc-
tion in prices and supply efficiency. Even nowadays, energy grids are still 
mostly handled by generating and transmitting monopolies, but these 
structures are evolving towards a large network of many competitive en-
ergy producers and other participants in the system.

Optimisation of the distribution system operations

On the other hand, the necessity of making use of alternative energy 
sources leads to greater investment costs and production cost. This 
naturally incites the search for optimal methods of using energy gen-
eration surpluses. It will be possible to maintain such high reserves, 
which cover the existing demand at any time: alternative energy is 
mostly intermittent, that means, there is a huge fluctuation in energy, 
depending on the state of the weather (wind and sun), the waves, of 
the quantity of rainfall, etc. In order to resolve this problem, it will be 
necessary for end consumers to actively participate in optimal energy 
usage, levelling out demand curves. It would be ideal if users take less 
energy from the grid at times of low production. This is achieved using 
demand response (DR) mechanisms, providing incentives to the general 
public to reduce electricity usage at times when demand is high. It will 
also be necessary for users not just to consume, but also to produced 
and store within the same grid.

Another consequence of the use of renewable energy sources will be that 
electricity grids will stop being unidirectional. Depending on the climate 
conditions in the different regions, electricity could, for example, flow 
from north to south. In order to adapt the grid and achieve a situation in 
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which the system remains stable, it is necessary to have very detailed 
information about the electrical characteristics as well as meticulous 
supply and demand forecasts.

What are Smart Grids?

Briefly, the functionality of a Smart Grid is the distributed, quasi-optimal 
coordination of the actions of generators, distributors, consumers and 
prosumers (which perform the dual roles of producing and consuming 
energy) in an efficient, sustainable, economic, and secure way, that facil-
itates the dynamic integration of regenerative energy sources, beneficial 
to the environment. For this purpose it is necessary that consumers ac-
tively participate in optimising the operations of the system, and the sys-
tem must offer them greater amounts of information and the opportunity 
to interact. Smart Grids use information and communication technologies 
(ICT) in both innovative services and in smart technologies for monitoring, 
control, communication and auto-regeneration.

We begin by saying the Smart Grid is not a static concept, but rather a 
vision with the goal of handling energy resources in an efficient way. This 
proposal is specified in the use of innovative technologies, many of which 
are still being developed, in order to efficiently manage the generation, 
distribution, measurement, storage and consumption of electrical en-
ergy, responding to needs of growing energy demand and of creating a 
sustainable energy base that is capable of reducing the climate and eco-
logical impact. To do this, it is absolutely essential to use ICT, entrusted 
with vital tasks at all of the levels of the system, from the acquisition and 
processing of signals, up to the technical control of the dynamic system 
of electrical energy flow and the integration of the actions of all of the 
players in one single coherent system.

Many authors consider Smart electrical distribution Grids to be hu-
manity’s largest technological project. An endeavour of such magni-
tude cannot be undertaken in one single strike. Constructing Smart 
Grids will have several stages, investments will increase over time 
and the profits obtained will gradually become visible. Smart Grids will 
not be developed at the same pace everywhere. On the contrary: bit by 
bit, smart local management and distribution islands are appearing, 
called micro-grids, at universities, industrial or commercial centres, 
etc. These grids use small energy sources, which are relatively cheap 
and reliable, such as micro-turbines, photovoltaic panels, and fuel bat-
teries, fitted in client’s premises. A micro-grid operates as a controlla-
ble module, connected to the global network, with the aim of supplying 
electrical power and local heating, reducing the maintenance of local 
voltages, achieving greater efficiency in using residual heat and reduc-
ing total emissions.
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Figure 1. Stages of network construction. Both investments in technology 
and infrastructure (left boxes) as well as the system features and benefits 
as returns investments (right boxes) will occur over time (horizontal axis). 

Some of these concepts will be discussed in Section: THE ROLE OF TIC´s 
IN THE INTELLIGENT NETWORK. The intelligent network features.

Figure 1 shows the three main phases of implementation of the grid: 
the introduction of automatic ways of measuring, the introduction of ad-
vanced measurement and the infrastructure of command and control 
mechanisms, including the provision of tools for electronic energy mar-
kets. The illustration also shows the return on investment that will be 
achieved in the different steps, according to the main architect of the first 
micro-grid in Canada, Professor H. Farhangi1.

Smart Grids will cover the entire electrical energy business chain, and 
they will integrate other players in adjacent areas, such as water and 
gas. Moreover, they will cross geographical and political borders. This 
is because in many cases it will be necessary to complement the gen-
eration and storage services of the different countries. For example, it 
is easier to generate solar energy in southern Europe. In Scandinavian 
countries, the energy is stored in hydro-electrical reservoirs. Even more 
so with functions that go beyond energy supply, including the supervising 
of transport, the distribution of assets, the well-being of the inhabitants, 
the quality of water and many more. There are already a large number of 
projects that are building these Smart Grids, in particular in the context 
of smart cities.

1 Hassan Farhangi: The Path of Smart Grid, SISS Power & Energy Journal, Jan 2010, 
Vol 8, No 1.
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The current electrical supply system

Architect and characteristics of the current system

The electricity supply system covers a set of useful resources for gener-
ating, transporting and distributing electrical energy. Figure 2 shows the 
current electrical distribution system in a very schematic way. The cur-
rent network is unidirectional and divided into several parts that operate 
with a certain degree of independence between each other, controlled by 
pieces of SCADA equipment that share any information in a very limited 
way. All of these grid characteristics will change in the future grid.

This system is fitted with a supervision system that acts in real time, com-
prising control, security and protection mechanisms whose priority goal 
is to maintain the quality of service, balancing generation with users’ de-
mand and compensating from the possible incidents and faults that may 
appear. It is not easy to maintain this balance because electricity flows 
nearly at the speed of light and cannot be easily stored in a profitable 
or immediate way. Therefore, it has to be used at the time it is produced. 
Electricity flow cannot be controlled as is the case with liquids, opening 
or closing valves, nor does it stop like telephone connections. Electrical 
energy moves freely through all of the other paths, being divided in ac-
cordance with the physical rules of impedance.

On the other hand, the network is fitted with a business management 
and administration system consisting of mechanisms for forecasting re-
sources planning and managing trade, including both energy auctions 
such as invoicing and remunerating the different market agents.

These two, the supervision and control system and the business manage-
ment, are both distributed and largely depend on information and com-
munications technologies.

Figure 2. The current electrical distribution system (simplified diagram).
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Very often, different parts of the system are operated and run by distinct 
companies. Therefore, the control system is of a distributed and hierarchi-
cal nature: the controlling equipment at the generating plants, in the trans-
port network, in the sub-stations the sharing network and the distribution 
grid, and supervised and controlled by stand-alone pieces of equipment, but 
these communicate between each other so as to achieve overall equilibrium.

Sub-stations or transformers frequently have Remote Terminal Units, 
better known as RTUs, devices fitted with micro-processors, which ob-
tain the signals from processes with integrated sensor equipment or, for 
instance, by means of phase measurement units. The RTUs send the ac-
cumulated information to a remote site where SCADA equipment is locat-
ed. This processes the information from a large number of signals from 
different places, with accuracy measured in terms of milli-seconds. SCA-
DA systems, the acronym for the Supervision, Control and Acquisition of 
Data, make it possible to monitor, control and supervise remote electrical 
distribution processes, automatically controlling the processes. In addi-
tion, these pieces of equipment are connected with control rooms, mak-
ing it possible for the visualising of the state of the grid and the entry of 
control commands, with the field devices feeding back data in real time.

With the Smart Grid already having been announced, transmission and 
distribution lines are being fitted with smart devices that locally control 
sensors and triggers. One example is provided to us by measurement and 
protection relays, capable of calculating the operating conditions of the 
circuits and hence, detecting and locating the faults and, depending on its 
level of intelligence and conditions, it can even diagnose the type of fault, 
and activate smart switches when problems are detected. These switch-
es are necessary in order to isolate pieces of equipment and networks. In 
this way it can protect them and minimise the number of users affected 
when outages take place.

We can conclude that ICT is already essential nowadays to maintain the 
stability of the electric supply system.

The business administration and management systems related to the 
electric system also rely hugely on ICT. But these systems are rather less 
interesting for our purposes, for two reasons. First, they are less critical 
because the stability of the grid does not depend on them and because 
they are easier to keep redundant. Second, they are similar to those that 
are conventionally used in the diversified commercial world, where the 
problems of cyber security have been well studied.

Reliability

Aninfrastructure is considered crtical, when serious supply problems 
occurs due to an error of it.. The 8/2011 Act for the Protection of Criti-
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cal Infrastructures, defines these in the following way: a service is called 
essential, if it is necessary for the maintaining of basic social functions, 
health security the social and economic well-being of citizens, or the 
effective functioning of the state. A set of grids, installations, systems,-
physical and ITC equipment on which the function of an essential service 
rests, is called critical infrastructure, if its functionality is indispensable 
and does not allow for alternative solutions. Therefore its disturbance or 
destruction would have a severe impact on essential services.

Reliability is the most prioritized demand of modern society for any of the 
structures used in critical infrastructures.

The frequency of the electrical energy sector infrastructure is frequent-
ly considered. This encompasses both electrical generation and trans-
mission as the most critical of the infrastructures. When the latter stops 
working, all of the others are paralysed as well. This includes the dis-
tribution of comply-used goods, the health service in hospitals and clin-
ics, public communication networks, etc. For example, the damage to 
the Auckland electrical system in New Zealand in 1996 forced 60,000 of 
the 74,000 employees in the areas affected to work from home or from 
alternative offices, while most of the residents of the 6,000 apartments 
affected were compelled to move while a solution to the problem was 
sought out.

The electrical system’s reliability can be defined in terms of the system’s 
capacity to deliver electrical power to consumers in an accepted way and 
in the quantities established and desired.

The North American Electrical Reliability Corporation (NERC) divides reli-
ability into two categories, suitability, or static reliability, and security, or 
dynamic reliability.

Suitability means that the necessary resources are present and acces-
sible to generate, operate, transmit and supply electricity in the planned 
way, and in accordance with the quality requirements for continuously 
expected waves. This includes the cases of very high demand, during rou-
tine repairs or when there are faults, contingencies, or foreseeable prob-
lems, such as those due to heavy electrical storms in the area. Amongst 
these resources, we can find demand response programmes which, as 
we shall see, reduce energy demand peaks.

Security, on the other hand, is the system’s capacity to bear unexpected 
disturbances, such as short circuits or the loss of elements due to natural 
causes, as well as intentional and unintentional attacks, either physical or 
cybernetic, of non-malicious consumers, internal workers, competitors, 
terrorists or enemies. In particular, security means that the system as 
it is will be intact after discharges or other faults occurring in the equip-
ment. Security includes the capacity to recover from the problems when 
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they appear in the swiftest possible way, restoring the provision of the 
service and the performance of the elements.

NERC has developed a method and several standards in order to ensure 
the reliability of the electrical supply based upon various fundamental 
principles. The most important as already mentioned, is to continuously 
balance demand and supply and to keep the system stable, in spite of the 
contingencies or faults that may appear. The demand goes to a certain 
predictable point, and this is also the case with the expected statistical 
deviations. The demand curves are analysed and constantly updated. 
Above all, the danger of this imbalance between supply and demand lies 
in the frequency of alternating current (50 or 60 Hz, normally), which can 
be substantially affected, rising if there is less demand, or going down if 
there is higher demand. Small variations in the frequency are not prob-
lematic, but if it rises too much, the speed at which electricity generators 
turn starts to fluctuate, causing vibrations that could damage them. Low 
frequencies are automatically handled by means of cuts of the energy 
supply in towns or in districts, each one in turn, so as to avoid a complete 
outage. An imbalance could also be the effect of unexpected contingen-
cies, and when parts of the grid are isolated, could lead in turn to a cas-
cade effect. Another threat lies in the loss or rising of voltage, which could 
damage motors or provoke instabilities in the network, it can also exceed 
the capacity limits of the insulators and cause disruptive discharges and 
very dangerous electrical arcs that happen when electricity bursts jump 
from one electrical conductor to another one. Instability problems could 
appear in the matter of fractions of a second. In North America, in Au-
gust 2003, a part of the Eastern interconnection system became destabi-
lised, leading to a very big blackout in a very large area.

Maintaining the reliability of the electrical network is a continuous and 
complex process that requires very skilled and highly trained operators, 
specialised smart equipment and extremely careful planning, design and 
development. It is interesting to understand, how despite the possible 
problems and dangers that could appear in the energy system, the sys-
tem remains relatively stable. The reasons for this are: firstly, there is a 
standardised and rigorous system, in order to maintain and check oper-
ation plans, including long-term systematic evaluations, the analysis of 
contingencies, and quite detailed plans, on the short, medium and long 
term. Secondly, the system is always made ready for all of the potential 
simple contingencies (where only one pieces of equipment fails), even 
in the worst of cases. Thirdly, the system is made ready to provide swift 
responses if there are multiple faults. Lastly, the system has extra capac-
ities for all of its functions, such as for example, redundant equipment, 
but also reserves in the production and transmission capacities.

What we have to ensure is, that these security and reliability processes 
are also applied in the Smart Grid, adapting them to the cyber security 
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needs and the threat to information and communication technologies that 
the future distribution grid is going to require.

ICT security requirements in the electrical supply

ICT security is a very broad concept, which covers different properties 
with many qualifications, a large quantity of technical mechanisms that 
can be implemented in hardware or in software and a series of processes 
that have to be secure throughout the entire system cycle, from the defi-
nition of requirements to the use of the system or its upgrading or correc-
tion. Wikipedia limits the concept of ICT security (http://es.wikipedia.org/
wiki/Seguridad_informática), in such a way that it is wholly insufficient 
for us: “Computer security spans […] everything than an organisation val-
ues (assets) and it entails a risk if this confidential information reaches 
the hands of other people, converting itself, for example, into privileged 
information”. While generally speaking it is true that confidentiality is one 
of the most important aspects of computer security, there are a further 
three properties which are even more important for smart distribution 
grids: integrity, availability and privacy (the latter concerns the protection 
of the personal information of an individual or a group of them. Privacy is 
very close to confidentiality and they are sometimes seen as synonyms, 
but for our purposes it is convenient to consider them separately. In this 
context, any information related to private individuals, which can be used 
together with other sources of information, in order to identify, contact or 
locate that specific person directly or indirectly, is called Personally Iden-
tifiable Information, or PII, which is predominant in the United States).

As far as distribution grids are concerned, the most crucial security prop-
erty is undoubtedly integrity. In the common sense of the word, this con-
cept is related to completeness (the state of not lacking any of its parts), 
coherence, or the state of being impeccable. The technical sense of the ex-
pression in the context of ICT –while being quite precise– covers many 
different aspects. In a Smart Grid, a large quantity of data is generated, 
by sensors or by users inputting data or by interfaces with other systems. 
These data can be modified, and they will be read at any time, for the 
purpose of processing, accumulation, filtering or analysis. The rules that 
determine who can create or modify data, and under what conditions, are 
the rules of integrity. The rules that define who can read the data is the 
rules of as confidentiality. The rules that govern the use of personal data, 
the valid purposes for using them, the third persons to who they can be 
distributed, are the rules of privacy. Availability, in its ICT security aspect, 
is the system’s resistance to the so-called denial of service attacks, which 
will be discussed later on.

The four security requirements –integrity, privacy, confidentiality and 
availability– are top level requirements and they are independent of the 
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devices made available and the technology that is going to be implement-
ed. In order to guarantee these requirements, it is necessary to system-
atically reduce them to certain more particular and specific ones. Some 
examples of such specific requirements are: alarm systems, intrusion or 
attack detection systems, mechanisms for resisting intrusions or attacks 
and recovery if this is necessary, methods of identifying, authenticating, 
authorising and controlling access, as well as protocols to protect the 
distribution of cryptographic passwords and systems to calculate the re-
liability of the elements in the system.

This article will not try to discuss how or with what technologies it is pos-
sible to guarantee these requirements.

Integrity

In order for the grid to function correctly, it is necessary for the data pro-
cessed by the system to be complete and for them to correspond to what 
is expected. This means they have to be consistent with the values of the 
sensors with parameters that are inputted by the administrators, with 
user’s input and with the data that come from other systems, such as 
data fromweather forecast systems, e.g., the intensity of the winds and 
the volume of the water.

This property, expressed precisely, is the integrity of the system. In order 
for this to be completed, it is necessary that the data cannot be modified 
without authorisation when it passes through the communication chan-
nels, or when it is in a databank or in another memory, temporarily or 
permanently. These aspects of integrity can be implemented using cryp-
tographic methods, such as digital signatures. The two difficulties in this 
context lie in the need to use such mechanisms in processors that have 
little computer capacity (such as sensors) and in the need to distribute 
the passwords that are necessary to protect them against attackers. An-
other aspect of integrity is that the data is solely generated by the author-
ised entities. To do this, it is additionally necessary to have access control 
methods which, at least in theory, are well understood and do not present 
great difficulties, except for the large quantity of elements that work in 
the system. The next aspect of integrity is the hardest one to ensure: us-
ing the correct process that createe, modify or communicate the data. It is 
no use to make sure that only one very reliable administrator is capable 
of changing the system configuration, if the programme that is used to do 
administration is malicious and it performs in an unexpected way.

Privacy

Before anything, the protection of privacy means respecting the limits 
set by law for the compiling and utilisation of personal data. The text 
of reference within the European context in this regard is the European 
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Directive 95/46/EC. This directive defines the main guidelines and the 
principles of orientation for data protection. The member states have 
implemented this kind of directives as well as independent national 
bodies that are responsible for supervising the protection of the private 
data; they set the terms for judicial appeals in case that privacy rights 
are not respected. In Spain, this controlling body that is responsible for 
complying with the Spanish Data Protection Act is the Spanish Data Pro-
tection Agency (SDPA), which was created over twenty years ago. The 
directives and the legislations are not only applied to the data processed 
by computerised ICT, but also those that are dealt with on paper in tra-
ditional files.

The privacy of a piece of information provided, in a given moment, may 
take on different levels of importance, depending on the particular situ-
ation, the practices and the culture of the individuals in question and of 
the society in which they live. This is especially valid for that informa-
tion that gives away the practices, activities, convictions, family status, 
etc. of an individual. For a person in a particular social context it is not 
problem to disclose that someone is a Muslim or his family has 6 chil-
dren, but for someone else, in another context, this situation could be 
very delicate.

There are two reasons why this is pertinent for Smart Grids: first, the 
person himself who is interested is entitled to oppose certain forms of 
handling his data, the way it is used in, or the level of detail that is con-
tained. Second, the personal details that are processed with a Smart Grid 
can provide information about matters that are really personal to the in-
dividual. There are already rather a large number of doubts nowadays 
concerning privacy of personal information of consumers, with the ap-
pearance of smart meters. Data about the electrical consumption in a 
family –should they be very detailed and taken very frequency– can offer 
a lot of details about the family life: at what time a device was switched on 
or off, e.g, the television, the oven, the washing machine, etc.. It is possible 
to know if the family is not at home or if they have guests, if a shower 
was taken hurriedly or if there was breakfast, etc. Data from an electric 
car can show evidence about the places the user has visited, and this 
could maybe be evidence of related activities. If users access the system 
remotely, the data could perhaps indicate whether they are on holiday 
and where.

To put this very briefly, the basic principles of privacy are as follows: the 
data have to be compiled and processed for certain purposes which are 
particular and legitimate, and only for them. The interested person has to 
know the way his data is handled; he is entitled to access his data an must 
have given his consent to it being used; certain categories or types of data 
(that could reveal something about his racial or ethics origin, his political 
convictions, religious or philosophical persuasions, his membership of a 
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trade union, the state of his health, his sexual orientation or activity, or his 
personal or family situation) cannot be collected, or special permissions 
and provisions are required; the competent authorities must receive in-
formation about the unlawful, alteration, dissemination or unauthorised 
access to personal data. Lastly the data has to be handled in a secure 
system that offers confidentiality.

In this list we can clearly see the difference between confidentiality and 
privacy: privacy presupposes confidentiality, but the former covers a lot 
more.

Confidentiality

In general terms, confidentiality is the property that the data stored in in-
formation systems or that is transmitted by communication networks are 
not within the reach of people who do not have the authorisation to read 
the data. In the case of the supply network, there is quite a large quantity 
of data that needs to be protected in this respect. For example, details 
about the physical architecture are important to secure because they 
could bring about a physical attack if they fall into the hands of terrorists. 
Similarly, the data about contingency plans, production or transmission 
reserves, consumption forecasts, economic data about the system, etc. 
must also be protected. Personal data about the users, about their con-
sumption and their accounts have special important value for reasons of 
privacy, as we have discussed above.

Availability

Availability is the property that the systems are at the disposal of the 
users or those that can access them at the times when they need them. 
In this general sense, this is practically the same as the system’s reli-
ability. But there is a very particular sense of the word, related to the 
security requirements of information and communications technologies. 
This means that such systems have to be immune or highly robust when 
faced with the so-called denial of service attacks. One typical form of at-
tack is that of saturating the communication networks service, blocking 
that service with a huge number of requests or overloading the network 
with artificial messages that make legitimate access difficult or impede 
it. There are other more sophisticated ways of putting the system availa-
bility at risk, attacking its integrity, for example, changing the credentials 
that it uses. There is a broad range of mechanisms that that can be imple-
mented in the ICT infrastructure: the use of systems with redundancy, fix-
ing disks, high-availability equipment, mirror servers, virtualisation, data 
replication, storage networks, redundant links, etc. The suitable solution 
depends on the services or that have to be protected, and the service lev-
el that it is necessary to provide.
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Cyber security rules in the current electrical supply system

Here is not the place to discuss the attacks that have been discovered in 
the electrical distribution system in depth. Going beyond casual attacks, 
the ones that make us concerned are those that are called Advanced Per-
sistent Threats, which are advanced ways of clandestinely gaining intel-
ligence about a company, a sector, a critical infrastructure or a particular 
group of individuals, continuously and persistently.

It is necessary to understand what the dangers are in general terms, 
how advanced attacks work and what needs to be done to lessen the 
relevant risks, without going into a discussion about the techniques 
that are used. In very general terms, an advanced attack is achieved in 
the following stages: Firstly, relevant information for the initial attack 
is compiled. Attackers search for information on Internet and in other 
media that is provided for public access to in order to know which em-
ployees of the different electrical companies or the associated company 
can be attacked. To complete this information so-called social engeneer-
ing methods are employeed. For instance, this entails asking for data 
by telephone, pretending to be somebody who is authorised to have the 
information. Now, attackers have got a list of their first victims, of their 
positions, work environment, the names of their colleagues, etc. Then 
they send them fraudulent electronic messages, which are fake but ap-
pear to come from their boss, from a work colleague, from a centre that 
arranges conference of professional interest, of companies that provide 
protection systems etc. This type of e-mail fraud is used in order to ob-
tain further information, or to steal the victim’s credential and so be able 
to enter servers where the victim has access. On certain occasions, it is 
possible to use these fraudulent e-mails in order to inject a malicious 
code into the victim’s system. This method of using malicious messag-
es that are constructed for certain people in particular, and then sent 
to a pre-established target is called spear-phishing. This enables the 
stealing of credentials, secret passwords or codes in order to manage to 
impersonate an identity. Once inside the organisation, they look for new 
passwords, vulnerable programmes, communication or administration 
services that could be abused. They inject malicious codes within the 
programmes that already exists and known, trying to conceal their true 
character and intentions. This malware usually has capacities to contact 
a malicious server that controls it or guides it and opens up a channel so 
that the attacker can “enter” in the compromised system. This is known 
as a Backdoor.

Other Trojans are commonly injected into the more important files for 
the computer’s operating system, until they manage to make the attack 
succeed. In this way, even though the computer is re-started, the Trojan, 
having infected files from the operating system, remains present. It can 
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now spy on the activities of the administrators and even read what is 
written on the keyboard (known as keyloggers) or send messages to other 
computers, searching for cryptographic passwords, etc. In the meantime, 
it is waiting for the right time for the final attack, maybe coordinating 
itself with other malicious programmes by means of the malicious serv-
er, and it can carry on selecting information about the physical defence 
or cybernetic systems, the structure of SCADA systems, and the logic 
programmes, relevant documents, peoples’ names or e-mail addresses, 
parameter values, etc. In certain cases, the malware could even stay in-
active for weeks or months before starting the internal attack that it was 
designed for.

Stuxnet

Stuxnet is the name of the malicious code (Trojan, or malware), discov-
ered in July 2010 due to a functional anomaly that caught the operators’ 
attention. There is recent evidence that preliminary versions (version 
“0.5”) had already appeared in 2005. This was the first malicious code 
found that reprogrammed control systems and the supervision of SCA-
DA programmes, as well as the programmable logic controllers (PLCs) 
connected to these. The malware analysis took many months, because 
it uses different type of coding and very advanced obfuscation. The soft-
ware can spy, affect and damage the critical infrastructures that are in-
fected, without the administrative staff being capable of recognising the 
damage in time.

Stuxnet is a piece of software that has never been seen before, which cer-
tainly required a very complete team of expert programmers, with very 
detailed knowledge about different programming techniques, the equip-
ment that the attacks are targeting and the industrial processes that they 
want to manipulate. The scale of this endeavour means, that it must have 
been very costly to programme and that the construction of it most likely 
had the support of a large organisation or a state body of some country. 
Stuxnet employs four vulnerabilities in the Microsoft Windows operating 
system which where unknown until then, in order to penetrate the Sie-
mens SCADA system. In addition, Stuxnet can generate digital signatures 
with two genuine certificates stolen from certification authorities.

There are a lot of indications that Stuxnet was specifically designed to 
delay the start-up of the Bushehr nuclear plant in Iran. For example, most 
of the computers contaminated by Stuxnet are found in that country.

Since many of the pieces of industrial control equipment cannot be ac-
cessed via Internet, Stuxnet has the ability to infect using USB memory 
sticks. Moreover, it is capable of using other means of communication, 
and it has the capability to upgrade itself when necessary.
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Until march 2011, a total of 24 Siemens’ clients in the industrial sector 
had been notified worldwide, which had been infected by the Trojan. It 
was possible to eliminate the malicious code in all of these cases. Sie-
mens is providing programmes to detect the presence of Stuxnet for pub-
lic access on Internet (http://support.automation.siemens.com) as well 
as a list of steps and tools to eliminate the Trojan.

Stuxnet relatives: Flame, Duqu, Gauss and Madi

Flame, also called Flamer or sKyWIper, is a modular malware that was 
discovered in 2012 that is highly complex and of a very substantial size. 
The organisations that have studied it, like the cryptography laboratory of 
the Budapest University, and Kaspersky agree that it is one of the most 
complex pieces of software and that it is very hard to fully understand. 
This is because of the fact that it has various obfuscation methods, var-
ious particular file formats, and at least five encrypting mechanisms. It 
also uses special methods to inject code into its victims.

Flame has a very advanced form of functionality in order to steal infor-
mation, to store and communicate it, in addition to advanced mechanisms 
that spread it from one computer to another. It is capable of practical-
ly intercepting all of the computer’s interfaces including USB sticks, the 
keyboards cameras, Bluetooth, microphones, and internet connections. 
Therefore it can record conversations and Skype conversations, capture 
the images from screens or keystrokes from the keyboard, etc. This data 
together with the stored documents are sent to one of various malicious 
servers spread around the world. The programme then waits to receive 
new instructions from those servers, and download additional modules 
that extend its functionality.

The programme has been used to carry out cyber-espionage attacks in 
Middle Eastern countries and it has infected 1,000 machines. In June 
2012, the Kaspersky published evidence that reveal that Stuxnet and 
Flame authors had been in contact and they had worked together on at 
least the first stage of development. One example of this collaboration 
between the two groups of attackers was the USB infection mechanism 
code, which is identical in Flame and Stuxnet.

Duqu is a variant of Stuxnet, appearing at the end of 2011, which contains 
a variety of software tools that offer different types of services to attack-
ers including the theft of sensitive information, such as cryptographic 
certificates and private passwords. Using these allows signing for malig-
nant software and passing it off as upgrades of the systems under attack. 
Furthermore it has kernel (or core) controllers and tools for injecting 
code into existing programmes and read keystrokes. Duqu searches for 
information that could be handy for attacking industrial control systems 

http://support.automation.siemens.com
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although it seems that its objective is not to directly destroy, but rather 
to spy. It is possible that the information extracted is then used to create 
very specialised attacks. In personal computers it has indeed been ob-
served that Duqu destroys information that is stored on drives.

Duqu is still being analysed by security experts, who have not been able 
to decipher all of the code and understand exactly how the Trojan works 
and, in particular, how it is distributed and multiplied. It seems that the 
code eliminates itself after about a month, which makes it harder to 
identify.

Duqu has been found in a limited number of companies, including those 
engaged in building industrial control systems, such as SCADA. The infor-
mation extracted can maybe be used as a basis for designing and perpe-
trating new attacks such as the Stuxnet one.

Gauss, discovered at the end of 2012, is able to spy on bank transactions, 
steal information about access to social networks or electronic mail and 
attack critical infrastructures. Gauss is a complex set of cybernetic espi-
onage tools, highly modern and apparently related to Flame. It contains 
encrypted binary code, which is not yet understood. It is activated in cer-
tain system configurations. Gauss would seem to have been used to steal 
authentication information from people in the Middle East, the Lebanon 
in particular.

Kaspersky and Seculert further studied the “Madi” Trojan. They identi-
fied over 800 victimis in various countries, such as critical infrastruc-
tures in Iran and Israel, financial institutions, Middle Eastern engineer-
ing students, but also think tanks and governmental agencies, some 
of them in the electrical sector, and foreign consulates in the United 
States. The attackers use social engineering methods to identify spe-
cific people and pieces of equipment in which –once they have been 
compromised– Madi is capable of searching for, and stealing the infor-
mation stored in files, of reading electronic mails and instantaneous 
messages and even of recording keystrokes, reading what the user is 
writing on his keyboard for example codes and passwords. It sends all 
of this information to a spy server. It is also capable of upgrading itself 
to new versions.

Other attacks on SCADA centres and on the Smart Grid

In its edition of April 8 2009, the “Wall Street Journal” reported that the 
American electrical network had been penetrated by spy countries that 
put Trojans in place, capable of disturbing the system, according to the re-
port security officers, who did not offer details. The same year, an update 
of a piece of software in a Georgia (USA) nuclear plant initiated an unex-
pected energy stop at the plant’s SCADA control and supervision system. 
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It is even possible that attacks on the Internet in general or on certain 
types of systems that are not directly associated with the energy supply 
affect the SCADA sectors. This had happened both in 2004 with the SQL 
Slammer worm and with the Conflicker virus in 2009.

It is hard to know how may attacks there actually are against SCADA serv-
ers, especially those that are targeted at one system in particular and are 
of an advanced nature. It is easier to calculate how often the indiscrim-
inate attack attempts on SCADA servers take place. In 2013 TrendMicro 
reported on an investigation which, a few hours after activating a SCADA 
system that was not very well-defended with the sole purpose of watch-
ing cyber-attacks, demonstrated such continuously. The final statistics 
showed 28 days of continuous attacks with a total of 39 different attacks 
coming from 14 countries. At the Black Hat 2013 conference it was prov-
en, that it is possible to take control over PLC control units so as to turn 
them on and off in a simulate situation.

However it is important to mention that although the SCADA control-
lers and the associated computers have vulnerabilities that are easy to 
find if one has direct access to the equipment, taking benefit of these 
vulnerabilities remotely and crossing the protection measures that are 
usually used is rather more difficult. In many cases, the continuous 
monitoring of these systems stops an attack that gaining information 
by means of trial and error. In contrary, a malicious code such as Stux-
net proves that the current measures are insufficient, if an attacker is 
very sophisticated.

In Smart Grids, the so–called attack surface is growing: both the quantity 
of Internet connections and the number of vulnerabilities in the connect-
ed systems is going to increase. There are 53 million smart meters in 
the United Kingdom, and in Spain, there are currently about 28 million 
energy consumers that will receive smart meters between now and 2018. 
Very often, the users’ devices that are utilised for smart measurement 
are connected between themselves via wireless networks and with the 
energy supplier. The wireless networks are often easy for an attacker to 
access. He will be able to intercept, capture, record, repeat and handle the 
information in two directions, altering both the billing and consumption 
massages sent to the supplier, such as commands, the prognoses and 
supply prices in the energy market. In certain smart devices it is possible 
to extract the secrets from the memory, enabling the manipulation of the 
communication with all of the meters of the particular supplier that use 
these same factory pre-set secrets. The attacker could remotely discon-
nect homes, offices, and large-scale buildings by wired or wireless (GSM) 
connections. The current security of smart meters and of other equip-
ment for the users and consumers leaves a lot to be desired, the protec-
tion of these devices does not have preventative security measures and 
there is no system for responding to eventualities in the case of attacks.



Cyber security in the emerging systems of the…

145

Other attacks on the infrastructure of the ICT environment

There are more indirect ways –which are no less effective– of attacking 
the energy supply infrastructures. If infrastructures are infected, which 
systems’ production or the global communication or the sources of trust 
in Internet depend on, and then the doors will be open to very serious 
attacks on the energy supply.

One scenario would be to infect an equipment manufacturer, breaking its 
production systems and introducing Trojans into the machines that are 
used in order to design, develop or fit out the equipment used in security 
systems or the control of critical infrastructures. If an attacker manages 
to get in there, the software patches, the files and the producers’ com-
pilers would be the perfect mechanism for dismantling an installation. 
In the eighties of the XX century, an already-classic article from the ACM 
(Association for Computing Machinery) written by Ken Thomson, the win-
ner of the re-named Turing prize, demonstrated how it is possible to ma-
liciously modify a fundamental compiler in such a way that the operating 
system’s authentication and authorisation systems are completely open 
to the attacker.

A second scenario is provided by attacks on the sources of Internet trust 
(trust anchors). If it is possible to attack those that distribute codes, pass-
words, certificates and equipment used to identify, authenticate or au-
thorise equipment or people, it is then easy to enter into any part that 
depends on the relevant security services. One example of these attacks 
was the intrusion of the RSA company in 2011, which began with e-mails 
to employees with a relatively low-profile, with a malicious Excel file. In 
the end, the attack was successful in extracting information related to the 
authentication products of two SecurID factors of the company’s serv-
ers. These attacks seem to be connected to at least 64 infiltrations that 
have invaded approximately 100 identified victims, remaining stealthy for 
many months, stealing secret information that may probably be used for 
attacks on critical infrastructures.

These attacks are massive, but not impossible to counteract. One exam-
ple has been a reaction of Lockheed Martin in this emergency. The securi-
ty team of this company has invested a large amount of time in setting up 
a methodology to recognise the attacks, monitor its activities and prevent 
the theft of important information.

A year later on, a team of experts in cryptography found anoth-
er attack on RSA SecurID, due to some subtle cryptographic faults, 
managing to compromise existing cryptographic devices, including 
smart cards and an information credential issued by Estonia. Simi-
larly, faults were found in a large number of smart cards of different 
companies.
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Other attacks on credentials suppliers and certifying authorities, such as 
the cases of Comodo and Diginotar, have received a great deal of attention 
in the media.

A third type of scenario is attacking communications networks (such as 
the GSM system) or the Internet pillars, such as path tables, domain name 
servers, etc.

The role of icts in smart grid

The characteristics of Smart Grid

Figure 1 depicted many characteristics of the grid:

I. Automated billing with a unidirectional grid. This system offers 
relatively detailed billing by time slots, making it possible for 
consumers to watch and understand their consumption pat-
terns and choose the most favourable hours of these. This is a 
rudimentary demand response mechanism, which, as we shall 
see in a memento, ensure the provision of the best use of the 
grid’s capacity, meaning that end consumers lower their de-
mand in response to the price differences of the different time 
slots. In order to offer users the information, it is necessary to 
have the information storage and processing at the customer’s 
premises or, in the absence of this, the communication channels 
that make it possible to pass the consumption data in the serv-
er’s desired granularity.

II. Demand response with a bi-directional grid. A reliable opera-
tion of the electronic systems requires a suitable balance be-
tween supply and demand in real time. “Demand response” 
can be defined as a set of actions and measures, that aim to 
influence the electricity consumption habits of the end users. 
More specifically, raising the energy prices at times when there 
is usually more demand, or even modifying them in real time, 
depending on the supply and demand, will allow to have an in-
fluence on the time at which a well-informed user, or one fitted 
with smart equipment, consumes energy, helping to balance the 
system. Demand response will help to save energy in its en-
tirety, but the importance of this lies in “moving” demand from 
certain times to other less critical ones, thus levelling out the 
difference between the curves of available reserves and the 
consumption that is demanded. It is usually expected that a user 
will reduce his consumption when the prices are high, switching 
off lights or equipment when they are not functioning, or trans-
ferring some of their peak-demand hour operations to times of 
low demand. In the future moreover, consumers will be able to 
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opt to generate their own energy or to buy it to store, supply-
ing it to the local or global network. For example, the local or 
global grid can be supplied in electric vehicles so it can later be 
used or sold. In any event, it is necessary to provide consumers 
with interfaces with information and communication systems 
so as to notify it in real time about current and forecast pric-
es, consumption amounts, etc. However, it will not be possible 
to force consumers to be present in every energy consumption 
decision. The users must set rules (also known as their “pref-
erences” or “policies”) that will have to determine the actions 
of a smart decision-making system. This automation works, 
with no human intervention, controlling the smart equipment or 
domestic appliance in accordance with the users’ preferences. 
The demand response measures are not limited to managing 
the quantity and the time of consumption, they also include for 
example, subsidies for re-integrating locally generated energy 
into households, etc. The mechanisms require the continuous 
compiling of data, as well as the processing and the communi-
cation of large quantities of information, both that relate to con-
sumption by the different pieces of equipment in their homes, 
such as expected prices, etc.

III. Detection of faults and restoring of equipment using smart sen-
sors. The distribution grid today is “blind” in many cases. The 
energy operators and companies have got very scarce informa-
tion about the state of the grid, and in many cases they are una-
ware of the existence of supply problems, untill a client calls to 
complain about a lack of service. Using the Advanced Measure-
ment Infrastructure system (AMI), the distribution companies 
will quickly know about any fault in the system. In addition, the 
network will be fitted with a larger number of smart electric 
devices that are capable of directing and resolving problems 
locally and of communicating with the highest supervision and 
control units in the hierarchy.

IV. Information systems for users and portals for consumers. 
Users will be able to supervise and administer the electrical 
apparatus both locally, from their homes, and remotely. This 
presupposes the availability of detailed information about the 
status and the activities of domestic appliances. Furthermore, 
it is necessary to have a systems so that users can define their 
policies (rules) that represent their necessities or preferenc-
es, and according to which, the service of a piece of appara-
tus is turned on or turned off, or its parameters are changed. 
They key will be the development of intuitive information sys-
tems for users which, in order to be broadly accepted, must 
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comply with the personal information security and protection 
requirements.

V. Distribution automation. The infrastructure of the future will be 
capable of identifying and dynamically integrating new energy 
sources, regardless of the form of generation or of localisation 
in the grid. In the cases of excess charge it will be possible to 
recharge reserves, ensuring that the grid maintains an efficient 
and trustworthy supply level.

I. Self-healing. Self-healing is a topic of investigation that may be 
considered one of the critical branches for the undertaking of 
the Smart Grid. The concept is really a euphemism, under which 
techniques are grouped together, which seek to provide the grid 
with the autonomous capacity to detect, analyse and isolate 
faults, and to find compensatory measures in order to recover 
the service immediately. The implementation would imply in-
creasing the maintaining of the system’s stability and reliability, 
even if the missing number of components rises.

ICT Security in the Smart Grid of the future

lobal trend for information and communication systems in critical 
tructures and very much in particular, for those that are pertinent to 
ectrical supply system, is that these are opening up, being connect-
the outside world and to the global Internet.
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es. The security depends on the so-called perimeter protection. It is 
tal, within the control centre’s internal system, that the computers 
t have vulnerabilities. What is important is that nobody authorised 
ccess them.

odel is gradually disappearing and, with Smart Grids, the model 
ave substantially changed. It is now just the energy companies that 
e ones interested in protecting their own information, but also that 
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the general public is also the owner of sensitive information, not only 
its consumption data but also its energy consumption policies, its com-
mands to the equipment of their private residences, etc. There will still be 
multiple players involved that provide and read information of all types 
and rely on their integrity, confidentiality and/or availability.

The model of medieval fortresses has become a group of residents in 
an apartment building of a modern city. Soon –with Smart Grids– this 
model will be mutate into that of a shared flat: the different participants 
have certain common security interests and other different one and they 
are compelled to reach agreements that determine in which way which 
objects value are going to be protected. In the case of Smart Distribu-
tion Grids, the different participants have a clear common interest: the 
integrity of the global system. Besides, each one needs its own person-
al or commercial information to be protected. Although the participants’ 
different requirements do not contradict each other, they do, in any case, 
compete with the system’s efficiency and they are costly to install and 
supervise. Even more so: in order for a server to offer a participant, it is 
often necessary to have personal information about this and the better, 
more accurate and more abundant that information the better the service 
that it can offer is. Thus, in addition to the tension between security, on the 
one hand, and efficiency and cost on the other hand, there is also tension 
between privacy and functionality.

Thus, as the people who share a flat have to agree on certain basic rules, 
which objects are kept under lock and key and who can enter it, with a fu-
ture electrical network it will be necessary to negotiate the security rules 
that the system has to impose. Owing to the large number of participants 
and the system’s dynamics, this leads us to the need for every party to 
write down its security or privacy policies in a language that can be auto-
matically processed. Thus, a smart system can analyse the preferences 
of the participants and find suitable compromises.

It is important to remember that it is impossible to build a complex system, 
based upon information technologies, which are completely secure. What 
we need is for it to be reliable enough, that we have credible evidence 
that a set of requirements is going to be complied with. Security is not a 
static subject. If we find method today to protect us from attacks such as 
the Stuxnet one or another particular one, using programmes that verify 
certain conditions in the memory or in the programmes that can be run, 
it is possible to think that the future versions of the Trojan first attack our 
defence security systems, the detection and monitoring programmes, and 
they then attack the system of interest. In such a case, it will be equally 
possible to build defences against that attack and so on, successively. The 
security risks that organisations confront are being sorted out but new 
ones are equally appearing, which are very often more complex. Securi-
ty requires continuous processes of making it secure, monitoring, scru-
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tiny, verification and much more. In an open system in particular, such 
as Smart Grids will be, it is necessary to involve all of the participants, 
including the general public, in the security processes. So as to protect it 
against intruders and thieves, it is not enough to duly close all of the gates 
with all types of padlocks, but no window can be left open either. Like a 
thief that comes in through a bathroom window, he could go through to the 
living room or the bedrooms, a cybernetic intruder can come in through a 
computer, search there for passwords or codes, and move on to another 
more important one and then to another one that is perhaps vital.

Security Measures in Smart Grids

The security of an information processing system is implemented with a 
set of preventative measures that try to shield and protect both the par-
ticular information, and the information processing services, as well as 
reactive measures that help to recover the correct state in the case of a 
critical event. For all of the protection that we take, is important to take 
account of the fact it is impossible to avoid all of the security defects or 
faults, which is the vulnerabilities. If an attacker finds ways of accessing 
these, the attacks are going to be inevitable and it is necessary to take 
measures to make the risks manageable.

The security cycle can be separated into four tasks: first, to facilitate the se-
curity process that involves defining a security strategy, policies and rules, 
roles and responsibilities, processes, education and training; second to 
build secure systems, use adequate protection technology, define a security 
architecture, implement and configure this with a secure coding and good 
practices; thirdly, evaluate both the security processes and the individual 
security of the systems and, in particular, the presence of vulnerabilities and 
faults, for example by using penetration tests (pen-tests); and fourth, to re-
spond, detecting and analysing security incidents and reacting quickly so as 
to establish the usual functioning and minimise the impact of the incidents.

Facilitate the security processes

The first task, that of facilitating security processes, corresponds to the 
bodies and the functions of business (or corporate) governance. Within 
each company that takes part in the electrical supply, there must be one 
unit that has the commitment of the company management and its finan-
cial support. This unit, and its head in particular, a top level executive, 
the CISO (chief information security officer) is responsible for following 
tasks:

I. Define control roles and responsibilities. It is necessary to de-
fine who is the person responsible for the information and for 
the company’s relevant processes.
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II. Define the internal policies. The policies outline the conduct of all 
of the players that have direct or indirect access to the system 
and, in particular, the critical data or processes. Those people 
in charge of the running and management have to take part in 
treating the security checks that must be applied to its systems.

III. Provide feasible and proven action plans and resources. The se-
curity policies and processes defined must be crystallised in the 
form of specific plans where the administrators, system propri-
etors, the security staff in the organisation and, in particular, the 
emergency response team all participate. The physical and eco-
nomic resources, as well as the teams of experts and the sup-
port services, have to be properly confirmed by the risks analy-
sis, and once these have been justified, they must be furnished.

IV. Establish a continuous analysis and risks management process. 
As well as establishing the process, the security governance 
also has to decide what is the right way of handling the risks. 
In order to determine the risks, it is necessary to conduct a de-
tailed study of the system’s facilities, the consequences that the 
attacks may have on the physical processes and the integrity of 
the elements, functions and services of the system, as well as 
the information flows, that is to say, how the relevant informa-
tion is identified, captured or measured, and the data that need 
to be protected. In addition, it is necessary to determine realistic 
attacker models, and it is necessary to decide what is the right 
reaction, e.g. avoid, mitigate or accept the risk. In very general 
terms (when the organisation dispenses with the possibility of 
exposure to the risk, avoiding the reason that gives rise to it), 
mitigate (the consequences of the risks can be lessened to some 
degree by security measures), can be transferred (for example, 
the costs resulting from a risk acceptable to insurance compa-
nies are transferred), or these are responded to (in the case of 
an incident, the resulting risk may be minimal, if the response to 
the incident is adequate). The decision has to be characterised 
by the recognition of the existence of the risk, and the agree-
ment to assume the losses involved.

V. Determine the methods to evaluate the effectiveness of the 
checks and of the monitoring. It is necessary to know how ad-
equate are the existing security checks and tools, the intrusion 
detection processes, regarding vulnerabilities and incidents. We 
should recall that we have seen malware that has spent several 
years undetected.

VI. Guarantee the reporting of each step in every general securi-
ty process. In order to be able to learn from the security events, 
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whether these are findings of violations of policies or the presence 
of vulnerabilities or of incidents, it is necessary to protocolise in 
detail not just the corresponding situation, but also the analyses 
that were attained during and after the event, the measures that 
were taken, etc. Also it is regularly necessary –with no particular 
reasons– to describe the processes used and the results obtained.

VII. Continuously identify opportunities to improve security. The regu-
lar reports, discussion via security groups such as the Computer 
Security Emergency Response Team (CSERT), must be scrutinised 
in the search for improvements to security or the evaluation.

VIII. Define a revised and approved legal strategy. Security incidents 
may have various consequences, and even criminal ones on 
many occasions. Security planning has to be developed with 
members of the legal consultancy team. The legal consultancy 
has to have knowledge about the legal consequences of a vio-
lation, the value and the hazards of a client’s personal informa-
tion, medical or financial procedures. The local state or federal 
regulations will at least partly dictate the methodology to carry 
out the post-mortem analysis.

Build secure systems

Organisations have to adopt a comprehensive set of security checks so 
as to protect their information and information systems. The purpose of 
the security architecture is a holistic vision of the system’s security re-
quirements, of the mechanisms that make them secure and how they are 
integrated into the global architecture.

Evaluate the security and the processes

In order to comprehend the effectiveness the evaluation methods, it is 
convenient to use profound and far-reaching tests in controlled labora-
tories for systems that are highly important, intrusion tests (penetration 
test) and white box tests, both automatic and systematic reviews of the 
source code, using so-called honeypots, software or hardware that is me-
ticulously monitored, whose intention is to attract attackers, simulating 
being productive systems, and comparing the risks calculated with the 
actual incidents observed. It is important to compare these with external 
evaluation methods so as to help the local team, participate at laborato-
ries that work together in studying vulnerabilities.

Respond

The impossibility of avoiding all types of security defects or faults 
makes it essential to create a computer emergency response team, 
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as well as draft an incidents response plan. This will not only mini-
mise the effects of an intrusion or attack, but the same applies for ad-
verse publicity. An incidents response plan must have the support of 
and participation of the entire organisation and it must be frequently 
tested. The response plan has to recognise security incidents, that is, 
those unexpected or undesirable situations as compared to the sys-
tem protection targets. However, its priority aim is to be detecting the 
incident, immediately restoring the expected state and the resources 
affected and limiting the damage throughout the organisation. Given 
that, in the case of an incident, there is very little space for errors; 
emergency actions have to be quickly and swiftly taken. One impor-
tant element is the forensic analysis that facilitates the recognition 
of the attack or intrusion process and of the vulnerabilities, faults or 
neglect that led to the incident. This analysis is increasing the expe-
rience of the security team and of its capacity to respond to adverse 
conditions in a swift, formal and opportune manner, on the basis of 
the experience acquired. Lastly, it is necessary to give appropriate 
instructions for treating the causes and reporting the incident via 
suitable channels.

Challenges

There are many challenges related to the protection of future ener-
gy networks, and there are a lot of steps to be taken by the different 
parties that are involved or interested: the equipment manufacturers 
or vendors, the energy production and distribution infrastructures op-
erators, the companies that provide information services and other 
ancillary or additional services, the security system vendors, the se-
curity investigators, the standardisation organisations, the state or-
ganisations, etc.

We divide these challenges into seven different groups: the technical 
operation and infrastructure aspects, the operating aspects of the in-
frastructure and its related processes, the education, dissemination and 
awareness raising, the exchange of information, the creation of stand-
ards, guides and regulation, the research and development of new solu-
tions and the protection of the privacy of personal data.

Technical aspects of operation and of infrastructure

The equipment manufacturers and the operators must work together so 
as to find and define technical incidents prevention solutions. This has to 
result in a collection of security mechanisms that are to be implement-
ed and integrated during the production of the equipment, and additional 
mechanisms and the configuration of parameters, passwords, etc. during 
the deployment of the systems.
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I. Definition of a security architecture. The operators, together 
with the vendors of security services and equipment, will ana-
lyse in detail all of the risks, and accordingly design a “security 
architecture” that is suitable for the operating systems.

II. The implementation of security programmes for industrial 
control systems that are open to Internet networks could be 
very costly. Many operators make use of controls that com-
pensate for the lack of intrinsic control mechanisms, so as to 
prevent the investment of large sums of money in renewing 
equipment, old devices, operating systems and general soft-
ware. The two requirements for facilitating this route are: on 
the one hand, it is necessary to create versions of products 
with limited functionality and that offer few but sufficient op-
tions for some specific SCADA systems. On the other hand, it 
is necessary to design a deep defence architecture, that is, 
the inclusion of multiple layers of protection and overlapping 
security mechanisms, which act as various barriers against 
attackers. This focus constitutes a good route for protecting 
industrial control systems.

III. A fundamental aspect of the security architecture is provided 
by the systems’ remote access protection mechanisms. Remote 
access for control systems by the vendors or management staff 
for maintenance tasks exposes some aspects of the architec-
ture to external manipulation.

IV. Secure programming. The hardware and software manufactur-
ers of industrial control systems must apply the right method-
ologies and rules of secure programming during the system’s 
development cycle.

V. Analysis of the security requirements throughout the entire life 
cycle of the systems. Security requirements must be included 
from the outset, in the specifying and analysis of the system. 
In other words, security must accompany the development of 
the system and not become a set of additional mechanisms for 
compensating for the security defects found that are due to a 
lack of foresight.

VI. Consideration of the system’s lifecycle. The software and hard-
ware for offices has a lifecycle of between three to five years. In 
industrial control systems, which are designed for a very spe-
cific purpose, the lifecycle could last much longer. This is why it 
is hard to ensure the components of the industrial control sys-
tems continuously throughout the lifecycle against new security 
attacks. Thus, it is necessary to have detailed plans so as to be 
able to modify the systems being produced.
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Operating aspects of the infrastructure and related processes

We include the systems operators’ activities here. This includes the provi-
sion of physical security, the governance of security (in particular: defini-
tion and application of roles and responsibilities), crisis management and 
risks management. The education of rising of awareness of the employ-
ees and users is considered to be a separate issue here. This is because it 
is an activity that is not the operators’ responsibility, but also the system’s 
protagonists.

I. Establishing of comprehensive security programmes. The op-
erations of transmission and distribution networks have to set 
up comprehensive security programmes, which include all of 
the processes and equipment, of both the desktop and com-
mercial and control computing of the industrial systems. Many 
organisations have designed cyber security programmes for 
commercial computing systems, but the security management 
practices are not properly adapted for the industrial control 
systems.

II. Hardening. During the installation of equipment, it is necessary 
to eliminate the modules and services that are unnecessary, se-
lect the most secure configuration of parameters and SW ver-
sions that are best suited. This is fundamental for reducing the 
surface area of attacks and, hence, the risks.

III. Changes control management. As internal or external incidents 
reports appear, as well as the vulnerabilities discovered, or SW 
patches, it is necessary to review the system configuration, the 
parameters of SCADA systems and programmable logic con-
trollers (PLC), the versions of firmware, properties, files or any 
other programme or application. Adequate management is es-
pecially important with the aim of preventing interruptions or 
serious problems in industrial control systems.

Education, dissemination and awareness rising

All of the protagonists at all levels have to take part in the work on edu-
cation and raising awareness, including the top ranks of the companies 
involved.

I. Education awareness raising and conscientiousness campaigns. 
It is imperative to create a culture that is conscious of the topics 
pertinent to security, above all achieving a certain level of pro-
fundization of the necessary knowledge, above all concerning 
the risks, the recognised procedures that encourage security, as 
well as the practices that endanger it. With this aim in mind it is 
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necessary to define and implement education programmes for 
the staff of industrial control systems, and campaigns of raising 
awareness and conscientiousness for end users and the servic-
es providers.

As we have seen, many attacks could be avoided if the staff and 
other protagonists in the system act by imposing rules of con-
duct that are not always evident. For example, spear-phishing 
tries to mislead the victim with a piece of information (a link to 
a web site or an attachment in an electronic message) that is 
apparently interesting to him. It is not just that the company has 
to have policies on the reactions in such cases, but also the em-
ployee who has to know about such rules and understand their 
value in protecting the system.

Information exchange

It is not easy for critical infrastructures operators to cooperate in detect-
ing attacks and to share information about incidents. The European Com-
munity is looking for new ways of incentivizing this form of cooperation, 
studying the possibility of creating test banks and a Computer Emergency 
Response Team for industrial control systems (CERT) for coordination, go-
ing beyond the diversity of capacities that the different countries and or-
ganisations of the community have, as well as legal, strategic and private 
interest problems.

I. Creation of evaluation groups. Industrial control systems 
incidents have to be used as the basis for updated evalua-
tions of risk, of possible corrective measures and those of 
re-assigning resources. Both manufacturers and operators 
need to tackle the challenge of creating analysis commit-
tees that meet up regularly so as to discuss security risks 
and re-evaluate the risks. Those teams also have the re-
quirement –in addition to the expert security staff and the 
procedural engineers– of people in middle management 
posts and must have the unconditional support of the senior 
management.

II. Information exchange. New vulnerabilities are discovered every 
day in the software of industrial control systems. The operators 
need to be ready to face up to these new problems. At the same 
time, the manufacturers of industrial control systems have to 
offer swift and effective responses for the need to create and 
distribute patches and vulnerability reports. Business, and aca-
demic and independent research need to work together, making 
it possible for the manufacturers to correct their systems be-
fore making the information public.
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Standards, guides and regulation

I. Incentives, rules, legislation and regulations. The European 
Community studies ways of compelling or at least of motivating 
operators to adjust themselves to inspections of industrial con-
trol systems and risk analysis. The North American regulation is 
led by the organisations FERC and NERC.

II. Auxiliary guides. In addition to the previous rules, it is necessary 
to define auxiliary guides, which include a set of security and 
good practices controls, which are compensatory alternatives 
and supplementary processes. Examples of the topics includ-
ed in these guides may be: account management, separation 
of functions, the principle of minimum privilege, concurrent 
control sessions, remote access, contingency tests and plans, 
changes of control, maintenance instruments, remote mainte-
nance, protection against malicious codes, tests methods, etc.

III. Standardisation. It is necessary to define and standardise flex-
ible and elegant solutions for the specific purposes of Smart 
Grids and to analyse whether it is necessary to define a set 
of basic secure communication protocols, adapting a suitable 
cryptographic system for the requirements, but allowing for the 
introduction of new algorithms when necessary.

IV. Certification. The three preceding points can –and in many cas-
es they ought to- be accompanied by certification processes, ei-
ther mandatory or optional, which confirm the conformity with 
the corresponding guides.

Research and development of new solutions

I. New solutions. Security investigators have to develop new tech-
niques and solutions for control and supervision systems and 
other elements of Smart Grids. This has to include forensic meth-
ods, automatic techniques that are non-intrusive and provide for 
real time monitoring that makes best use of the unique type of 
systems used. It will also be convenient to define communication 
and cryptographic protocols, as well as compensatory controls 
that are adapted to the needs of future energy distribution, for 
both large pieces of equipment that are specific and for devices 
with few computing, storage or battery resources.

Protection of the privacy of personal data

I. Privacy. In today’s world, it has already been demonstrated in 
medical or commercial systems that ensuring user privacy is an 
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immense difficulty. One particularly relevant challenge in Smart 
Grids will be that of having to administer an unprecedentedly 
huge amount of data, and at the same time to ensure the ano-
nymity and the privacy of many of these.

Conclusions

Electrical supply Smart Grids will become a reality. There is heavy pres-
sure in the modern world that force us to follow this technological devel-
opment, which has been described as humanity’s largest engineering en-
deavour. The use of information and communications technologies (ICT) is 
essential but this will entail new security risks. It is practically impossible 
to calculate the actual likelihood of a serious attack taking place today, 
now or in the future, on the electrical supply system of a developed coun-
try, or know what the equipment or functions are that will be targeted for 
attacks. The most important thing is not to try to build completely secure 
systems. This would be an unattainable ideal and a futile enterprise. In-
stead, it would be better to have a holistic concept of security that deter-
mines which processes to follow in order to prevent the attacks or make 
them difficult, which tools to use in order to swiftly recognise them, and 
which actions to take in order to respond to and recover normal function-
ing in the shortest possible time, and before wreaking havoc. The security 
challenges are great but possible to manage. They are a call of coordinat-
ed and determined action by our society.
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